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Abstract 
This study addresses a critical operational gap in smart grid infrastructure management: while hybrid deep 
learning architectures combining Convolutional Neural Networks (CNN) and Long Short-Term Memory 
(LSTM) networks have been theoretically proposed for simultaneous fault detection and cyber-threat 
classification in SCADA-based environments, no empirically validated quantitative framework exists to 
determine which hybrid architecture capability dimensions most strongly predict operational reliability, threat 
response effectiveness, and detection latency reduction in real-world deployment contexts. The purpose was to 
empirically validate a hybrid CNN-LSTM deep learning framework that links core architectural capabilities to 
smart grid operational outcomes within an enterprise-scale, case-based setting. Using a quantitative, cross-
sectional, case-study design, data were collected from a purposive sample of N = 218 smart grid security and 
operations professionals including SCADA engineers, network security analysts, data scientists, grid 
operations managers, and protection relay engineers working in operational environments where AI-driven 
monitoring and anomaly detection platforms are actively deployed. Key independent variables were CNN 
Feature Extraction Capability (C), LSTM Temporal Sequence Modeling Capability (L), and Hybrid 
Architecture Integration Depth (H), alongside two domain-specific indices: the Hybrid Architecture 
Performance Index (HAPI) and the Real-Time Threat Detection Alignment (RTDA); key dependent variables 
were Fault Detection Accuracy (Y1), Cyber-Threat Classification Effectiveness (Y2), and Operational 
Continuity Performance (Y3). The analysis applied descriptive statistics, reliability and validity testing 
(Cronbach's alpha, EFA with KMO and Bartlett's test), Pearson correlations, and multiple regression models. 
Headline findings demonstrate strong measurement quality (alpha = .83-.89; KMO = .91; Bartlett's chi-squared 
= 2318.7, p < .001) and moderately high capability levels (CNN Capability M = 3.97, SD = 0.61; LSTM 
Capability M = 4.11, SD = 0.56; Hybrid Integration M = 3.84, SD = 0.67). All core relationships were positive 
and significant (p < .001), including Fault Detection Accuracy with HAPI (r = .66) and LSTM Capability (r 
= .63), Cyber-Threat Classification with RTDA (r = .68), and Operational Continuity with Hybrid Integration 
(r = .64). Regression results indicate substantial explained variance for Fault Detection Accuracy (R2 = .63; 
F(5,212) = 72.4, p < .001), with HAPI as the strongest predictor (beta = .37, p < .001), followed by LSTM 
Capability (beta = .25, p = .001).  
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INTRODUCTION 
A hybrid deep learning architecture is formally defined in the computational intelligence literature as 
a multi-component neural network system that integrates two or more structurally distinct deep 
learning paradigms within a unified, end-to-end trainable framework, exploiting the complementary 
representational strengths of each constituent architecture to achieve superior performance on 
complex, multi-dimensional pattern recognition tasks that no single architectural component can 
address with comparable effectiveness operating independently (Andrén et al., 2013). In the context of 
smart grid security and operational monitoring, the most extensively studied and operationally 
relevant hybrid architecture combines Convolutional Neural Networks (CNNs), which apply learned 
filter banks to extract hierarchical spatial and spectral features from multivariate sensor data through 
successive convolutional and pooling operations, with Long Short-Term Memory (LSTM) networks, 
which model sequential temporal dependencies in time-series data through gated memory cell 
mechanisms that selectively retain and update information across extended operational sequences, 
creating a joint representational framework capable of simultaneously characterizing the instantaneous 
signal morphology and the longitudinal temporal evolution of equipment health and cyber-physical 
state indicators derived from SCADA operational telemetry (de Faria et al., 2015). The operational 
rationale for hybrid CNN-LSTM architectures in smart grid environments is grounded in the dual 
nature of the fault detection and cyber-threat classification problem: equipment faults and cyberattacks 
each produce distinctive signatures in the multivariate SCADA data stream that span both the 
instantaneous measurement domain, where specific voltage waveform distortions, current anomalies, 
and frequency deviations characterize particular fault modes and attack types, and the temporal 
domain, where the sequential evolution of these signatures over time provides the contextual 
information required to distinguish between transient operational disturbances and sustained fault or 
attack conditions requiring maintenance or security intervention (Park et al., 2012; Sridhar et al., 2012). 
The definitional scope of this research topic therefore encompasses not only the architectural design 
and algorithmic implementation of hybrid deep learning systems but also the organizational, 
operational, and infrastructural context within which such systems are deployed, validated, and 
evaluated against real-world smart grid performance requirements, recognizing that the gap between 
algorithmic performance in controlled benchmark settings and operational effectiveness in live grid 
environments is one of the most consequential and least systematically studied dimensions of the AI-
driven smart grid maintenance and security literature (Gulisano et al., 2015; Henseler et al., 2015). 
The international significance of hybrid deep learning for SCADA-based smart grid fault detection and 
cyber-threat classification reflects the convergence of two globally urgent operational imperatives: the 
accelerating deterioration of aging power infrastructure demanding increasingly sophisticated 
condition monitoring capabilities, and the escalating frequency and sophistication of cyberattacks 
targeting critical power system SCADA installations documented in multiple high-profile incidents 
affecting utilities across North America, Europe, and the Asia-Pacific region (Derler et al., 2012; Fang 
et al., 2012). The 2015 and 2016 cyberattacks on Ukrainian electricity distribution utilities, which 
exploited SCADA system vulnerabilities to produce coordinated power outages affecting hundreds of 
thousands of customers through the deliberate manipulation of substation automation and protection 
systems, provided the most consequential demonstration to date of the operational severity of cyber 
threats to SCADA-integrated grid infrastructure and catalyzed substantial international research and 
policy investment in AI-driven anomaly detection and threat classification capabilities that can identify 
and respond to sophisticated cyberattacks with the speed and accuracy required to prevent or mitigate 
their operational consequences (Naumann et al., 2014; Venkatesh et al., 2012). Simultaneously, the 
large-scale global expansion of variable renewable energy generation, smart metering infrastructure, 
and distributed energy resources has dramatically increased the operational complexity, data density, 
and monitoring requirements of modern smart grid environments, creating a rapidly expanding attack 
surface and a more heterogeneous fault mode landscape that challenges the capabilities of conventional 
threshold-based diagnostic systems and reinforces the operational necessity of AI-driven approaches 
capable of learning complex, nonlinear relationships between multivariate SCADA measurements and 
equipment fault or cyber-threat conditions. The international policy response has been substantial, with 
governments and regulatory bodies including the United States Department of Energy, the European 
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Union Agency for Cybersecurity, the International Electrotechnical Commission, and the North 
American Electric Reliability Corporation investing in AI-driven grid security and maintenance 
research programs reflecting the global recognition that hybrid deep learning represents a strategically 
important technological capability for the protection and reliable operation of critical power 
infrastructure (Gungor et al., 2011; Jardine et al., 2006). 
 

Figure 1: CNN–LSTM Framework for SCADA-Based Smart Grid Monitoring 
 

 
 
The technical architecture of CNN-LSTM hybrid systems for SCADA-based smart grid analytics is 
distinguished from both standalone CNN and standalone LSTM implementations by the sequential 
coupling of convolutional feature extraction with temporal sequence modeling within a unified 
processing pipeline that preserves and exploits the complementary informational content of both 
architectural stages (Dahal et al., 2015; Tavakol & Dennick, 2011). In the standard CNN-LSTM 
implementation for multivariate SCADA time-series analysis, raw or minimally preprocessed sensor 
measurement sequences are first processed by one or more convolutional layers that apply learned 
filter banks across the channel and temporal dimensions of the input to extract local patterns and 
hierarchical features representing characteristic signatures of normal operation, equipment 
degradation, and cyber-physical anomalies, after which the resulting feature maps are fed as sequential 
inputs to one or more LSTM layers that model the temporal dynamics of extracted features across 
extended operational histories (Amin & Wollenberg, 2005; Farhangi, 2010). The performance 
advantages of this hybrid architecture relative to its constituent components have been documented 
across a growing body of empirical literature reporting superior fault detection accuracy, faster 
convergence during model training, improved robustness to SCADA data quality degradation, and 
stronger generalization across operating condition variations, with several studies reporting hybrid 
architecture accuracy improvements of three to eight percentage points over standalone alternatives on 
challenging multi-class fault and cyber-threat classification tasks (Panteli & Mancarella, 2015; Terzija et 
al., 2011). The cyber-threat classification capability of CNN-LSTM hybrid architectures represents a 
particularly significant research frontier, addressing detection and classification of sophisticated attack 
categories including false data injection attacks, denial of service attacks, man-in-the-middle attacks, 
and coordinated multi-vector attacks that combine multiple techniques to circumvent detection 
systems (Ouyang, 2014; Poovendran, 2010). 
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This study is designed around clearly specified, measurable objectives that translate the theoretical 
potential of hybrid CNN-LSTM deep learning for SCADA-based smart grid security into a testable 
quantitative framework grounded in the operational realities of enterprise grid environments where 
such systems are actively deployed. The first objective is to operationalize the core functional 
dimensions of a hybrid CNN-LSTM architecture as measurable capability constructs captured through 
a structured five-point Likert-scale instrument within a real organizational deployment context, 
defining CNN Feature Extraction Capability, LSTM Temporal Sequence Modeling Capability, and 
Hybrid Architecture Integration Depth as the three primary architectural capability dimensions. The 
second objective is to develop and compute two study-specific quantitative indices, the Hybrid 
Architecture Performance Index (HAPI) and the Real-Time Threat Detection Alignment (RTDA), 
providing domain-relevant composite measures of overall hybrid system performance quality and the 
alignment between threat detection outputs and operational response workflows. The third objective 
is to statistically examine relationships among hybrid architecture capability constructs and smart grid 
operational outcome measures using Pearson correlation analysis and multiple regression modeling to 
estimate the predictive contribution of each capability dimension to Fault Detection Accuracy, Cyber-
Threat Classification Effectiveness, and Operational Continuity Performance. A fourth objective is to 
test a structured set of research hypotheses reflecting the conceptual model of the study using statistical 
significance thresholds and model-fit indicators, providing an empirical foundation for evidence-based 
guidance on hybrid architecture design priorities and deployment investment decisions for smart grid 
operators and security program managers. 
LITERATURE REVIEW 
The literature underpinning hybrid deep learning for real-time fault detection and cyber-threat 
classification in SCADA-based smart grid environments spans multiple technically interconnected 
research streams that collectively establish the theoretical foundations, empirical evidence base, and 
methodological precedents informing the design, implementation, and evaluation of the hybrid CNN-
LSTM framework investigated in this study. At its theoretical core, this literature is organized around 
the convergence of deep learning methodology, power systems engineering, cyber-physical security, 
and operational data analytics into a unified research domain whose interdisciplinary character reflects 
the inherently multi-layered nature of the smart grid fault detection and security challenge. The deep 
learning foundations stream encompasses the original theoretical contributions establishing CNN and 
LSTM architectures as general-purpose representation learning systems, as well as the growing body 
of empirical work documenting their specific application to power systems condition monitoring, 
anomaly detection, and security event classification. The SCADA systems and smart grid operations 
stream provides the domain-specific context establishing operational requirements, data 
characteristics, performance constraints, and regulatory standards that define effective AI-driven 
monitoring implementations for critical power infrastructure. The cyber-physical security stream 
addresses the specific threat landscape confronting SCADA-integrated smart grid environments, 
characterizing attack vectors, detection challenges, and response requirements defining the cyber-
threat classification problem. The data engineering and real-time analytics stream addresses 
computational infrastructure, preprocessing pipelines, streaming architectures, and latency 
requirements determining whether hybrid deep learning models can satisfy the temporal performance 
requirements of grid security applications. The conceptual modeling stream provides methodological 
foundations for translating hybrid architecture capabilities into measurable constructs and evaluating 
their contribution to operational outcomes through validated quantitative instruments aligned with the 
cross-sectional case-study design adopted in this research. 
Hybrid Deep Learning Foundations in Fault Detection 
The application of Convolutional Neural Networks to power system fault detection emerged from the 
foundational recognition that vibration signals, current waveforms, partial discharge recordings, and 
voltage transients associated with incipient and mature equipment faults exhibit rich spatial, spectral, 
and morphological patterns that are inherently amenable to the filter-based hierarchical feature 
extraction mechanism that CNNs implement through sequences of learned convolutional operations, 
pooling layers, and nonlinear activation functions (Ademujimi et al., 2017). This representational 
compatibility between CNN computational structure and power system fault signature characteristics 
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enables the automated discovery of fault-discriminative feature hierarchies from raw or minimally 
preprocessed sensor data, fundamentally eliminating the iterative, labor-intensive, and domain-expert-
dependent manual feature engineering pipeline that constitutes one of the most significant practical 
constraints on the scalability of classical machine learning approaches to industrial fault diagnosis 
(Zhang et al., 2020). The theoretical advantage of CNNs over handcrafted feature approaches rests on 
the weight-sharing property of convolutional filters, which constrains the learned transformation to be 
translationally equivariant across the input signal domain, enabling the architecture to detect fault-
indicative patterns regardless of their precise temporal position within the monitoring window and 
thereby providing a structural inductive bias that aligns naturally with the temporal variability 
characteristic of fault signature onset in operational equipment under variable loading and 
environmental conditions (Chang et al., 2018; Faysal & Shamsunnahar, 2022; Mosheur & Rebeka, 2021). 
This theoretical alignment was confirmed through systematic empirical validation across increasingly 
diverse power system asset categories throughout the decade following the widespread adoption of 
deep learning in industrial applications (Habibullah & Zaheda, 2022; Siddique & Amin, 2022), with 
studies reporting that CNN architectures trained end-to-end on raw current and voltage time-series 
measurements consistently achieved fault classification accuracies comparable to or substantially 
exceeding those of established signal processing pipelines incorporating Fast Fourier Transform 
spectral analysis, wavelet packet decomposition, and empirical mode decomposition when evaluated 
on equivalent benchmark datasets representative of realistic operational monitoring conditions in 
transmission substations, rotating machinery, and power electronic converter systems (Drayer & 
Routtenberg, 2020). 
Early one-dimensional CNN implementations applied learned temporal filter banks directly to single-
channel or multichannel raw current and voltage recordings, establishing the feasibility of end-to-end 
feature learning without spectrogram conversion and demonstrating that even architectures of 
moderate depth comprising three to seven convolutional layers achieved fault detection sensitivities 
exceeding 95% on widely used benchmark datasets including the IEEE Case Western Reserve 
University bearing fault dataset and the IEC 61850-compliant substation simulation environments 
developed for protection relay evaluation research (Md & Islam, 2022; Mosheur & Rebeka, 2022; Mo et 
al., 2012). The subsequent extension of CNN-based fault detection to two-dimensional spectro-
temporal representations significantly expanded the representational richness of the input feature 
space by transforming one-dimensional time-series measurements into spectrogram, wavelet 
scalogram, or Hilbert-Huang transform time-frequency images through Short-Time Fourier Transform, 
Continuous Wavelet Transform, or empirical mode decomposition preprocessing, presenting these 
two-dimensional representations as inputs to standard image classification CNN architectures 
originally developed for visual recognition tasks (Liu et al., 2013; Md & Islam, 2022; Mosheur & Rebeka, 
2022). This two-dimensional CNN approach yielded consistent accuracy improvements of three to nine 
percentage points over equivalent one-dimensional implementations across multiple independent 
comparative studies evaluating transformer insulation fault detection, induction motor bearing 
degradation classification, wind turbine gearbox fault identification, and substation circuit breaker coil 
current signature analysis, with the performance advantage most pronounced for fault categories 
producing complex, multi-harmonic frequency signatures whose informational richness is best 
captured through simultaneous time and frequency domain representation (Ara, 2023; Mostafa & 
Tohidul, 2022; Phadke & Thorp, 2017). Research on optimal CNN architectural configuration for power 
system fault detection converged on several design recommendations including the use of batch 
normalization layers to accelerate convergence and improve generalization across operating condition 
variations, residual connections to enable the training of substantially deeper architectures without 
degradation-induced accuracy loss, and adaptive pooling strategies that preserve the temporal 
resolution of fault signature features across the spatial hierarchy of the convolutional stack (Jinnat & 
Rakib, 2023; Khaled & Mosheur, 2023). These architectural refinements collectively enabled CNN-based 
fault detectors to approach the performance ceiling of available labeled benchmark datasets while 
maintaining inference computational costs sufficiently low for consideration in real-time SCADA 
monitoring integration contexts where model forward-pass latency constitutes a binding operational 
constraint (Shahab & Aditya, 2023; Hasan Or et al., 2023; Wang et al., 2019). 
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The Long Short-Term Memory network, introduced by Hochreiter and Schmidhuber in response to the 
fundamental vanishing and exploding gradient instabilities that prevent conventional recurrent neural 
networks from learning useful representations of dependencies spanning more than approximately ten 
to twenty time steps in gradient-based optimization, introduced the concept of gated memory cells as 
the core computational unit of the recurrent layer, with learnable input, forget, and output gates 
providing the network with explicit mechanisms for selectively encoding new information into cell 
state, retaining previously encoded information across arbitrary sequence lengths, and reading cell 
state contents for output generation in a manner that preserves informative gradient signal across 
hundreds to thousands of time steps during backpropagation through time (LeCun et al., 2015; Mehedi 
& Nahar, 2023; Sultan & Anick, 2023). This architectural innovation proved transformative for power 
system fault detection applications where the temporal evolution of equipment health indicators across 
extended operational histories carries prognostically significant information that instantaneous 
snapshot-based diagnostic methods are structurally incapable of capturing, including the gradual drift 
of transformer dissolved gas concentrations signaling developing internal insulation faults across 
timescales of weeks to months, the progressive amplitude modulation of vibration sidebands in 
rotating machinery bearings as raceway spalling develops across surface contact fatigue cycles, and the 
slowly increasing partial discharge activity in cable insulation systems as void growth and treeing 
propagate under long-term electrical and thermal stress (Lee et al., 2015; Mostafa, 2023; Ratul & Aditya, 
2023). Empirical evaluations of LSTM architectures for power system fault detection and remaining 
useful life estimation consistently demonstrated their superiority over conventional recurrent 
networks, SVM classifiers with handcrafted time-domain statistical features, and random forest 
ensembles on benchmark datasets encompassing multiple asset categories, with LSTM architectures 
particularly distinguished by their ability to provide earlier fault detection warnings at equivalent false 
alarm rates compared with non-sequential classification approaches, reflecting the prognostic value of 
temporal sequence context that LSTM modeling extracts from historical measurement trajectories 
preceding fault threshold exceedances (Efat Ara, 2024a, 2024b; Zaheda & Farabe, 2023). The 
bidirectional LSTM extension, which processes input sequences in both forward and backward 
temporal directions before concatenating the resulting hidden state representations, has demonstrated 
further accuracy improvements on offline fault classification tasks where the complete temporal 
context of a monitoring episode is available for analysis, though its application in real-time streaming 
detection contexts is constrained by the non-causal processing requirement that prevents bidirectional 
architectures from generating predictions before the full input sequence has been received (He et al., 
2017). 
The hybrid CNN-LSTM architecture, realized by coupling one or more convolutional layers performing 
spatial and spectral feature extraction with one or more LSTM layers performing temporal sequence 
modeling in a sequential, jointly trained processing pipeline, addresses the fundamental 
representational limitations of each standalone architecture by enabling the simultaneous exploitation 
of instantaneous multivariate signal morphology and extended temporal sequence dynamics within a 
unified computational framework optimized end-to-end against the fault detection classification 
objective (Molina et al., 2015). In the canonical hybrid implementation for multivariate SCADA time-
series analysis, the convolutional component processes each temporal window of the input 
measurement sequence to produce a compact, semantically rich feature vector representing the most 
discriminative characteristics of the instantaneous sensor measurements across all monitoring 
channels, after which the LSTM component receives the sequence of these feature vectors as its input 
and models the temporal dynamics of the feature representation across the monitoring history, 
capturing the sequential patterns of feature evolution that characterize developing fault trajectories and 
progressive cyberattack execution stages with a temporal contextual richness that neither architectural 
component could achieve independently. Stetco et al. provided the most comprehensive empirical 
demonstration of hybrid architecture performance advantages in their systematic review of machine 
learning methods for wind turbine condition monitoring, reporting that CNN-LSTM hybrid 
architectures achieved the highest mean fault detection accuracy of 97.2% across multiple turbine 
component fault categories including main bearing degradation, gearbox planetary stage faults, 
generator winding insulation failure, and pitch system actuator faults, substantially outperforming 
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standalone CNN and LSTM implementations evaluated on equivalent operational ten-minute average 
SCADA datasets from multiple turbine types and wind farm geographic locations. The performance 
advantage of hybrid architectures has been most consistently reported for fault categories whose 
signatures exhibit both complex instantaneous multivariate patterns, such as the coordinated multi-
channel deviation patterns characteristic of transformer turn-to-turn winding faults, and distinctive 
temporal evolution trajectories, such as the progressively worsening performance degradation trends 
characteristic of bearing outer race spalling under sustained operational loading (Tavakol & Dennick, 
2011). 

Figure 2: Deep Learning Architecture Foundations For Power System Fault Diagnosis 

 
The transfer learning extension of hybrid CNN-LSTM architectures, leveraging the representational 
knowledge encoded in model parameters trained on large, richly labeled source domain datasets to 
accelerate and improve model performance on related target domain tasks with limited labeled training 
examples, addresses one of the most practically consequential constraints on AI-based fault detection 
deployment in operational smart grid environments where the rarity of actual equipment failure events 
and the prohibitive cost of deliberately inducing faults for data collection purposes severely limits the 
availability of labeled fault examples for supervised learning (Iftekhar &Tohidul, 2024; Jinnat & Samiha 
Binte, 2024; Molina et al., 2015). Transfer learning strategies for hybrid fault detection architectures 
encompass a spectrum of approaches from full fine-tuning of all model parameters on the target 
domain dataset, to partial fine-tuning restricted to the final classification layers while freezing the 
convolutional feature extraction layers trained on the source domain, to feature extraction approaches 
that treat the pre-trained hybrid model as a fixed feature extractor and train only a lightweight classifier 
on the resulting feature representations. Multiple empirical studies have demonstrated that transfer 
learning-enhanced hybrid CNN-LSTM architectures achieve fault detection accuracy levels 
approaching those of fully trained models with as few as ten to twenty fine-tuning examples per fault 
class on target domain datasets representing different turbine types, transformer ratings, or operating 
voltage levels, with the performance advantage of transfer learning over training from scratch most 
pronounced when the source and target domain datasets share common underlying physical fault 
mechanisms whose associated signal features are captured in the transferred convolutional layer 
representations (Towhidul & Uddin, 2024; Mushfequr & Aditya, 2024; Ouyang, 2014). The domain 
adaptation perspective on hybrid architecture transfer learning further extends this framework to 
address systematic distributional differences between source and target domain SCADA 
measurements arising from different operating conditions, equipment configurations, or measurement 
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system characteristics, employing adversarial training techniques, maximum mean discrepancy 
minimization, or correlation alignment methods to align the statistical properties of source and target 
domain feature representations before transfer. These transfer learning advances collectively position 
hybrid CNN-LSTM architectures as practically deployable fault detection solutions for operational 
smart grid environments where the data scarcity problem that previously constrained deep learning 
applicability has been substantially addressed through the exploitation of knowledge accumulated 
across previously characterized asset populations, laboratory test datasets, and physics-based 
simulation environments (He et al., 2017). 
SCADA-Based Cyber-Threat Classification Landscape 
The classification of cyber threats targeting SCADA-based smart grid systems constitutes a technically 
distinct and operationally critical research domain whose defining challenges arise from the 
convergence of three contextual factors unique to critical power infrastructure: the life-safety and 
economic consequences of successful attacks necessitating extremely low false positive alarm rates that 
impose stringent detection algorithm performance requirements incompatible with the generous false 
positive tolerance accepted in conventional IT security monitoring contexts; the operational technology 
protocol constraints of SCADA communication environments that restrict the visibility and depth of 
packet inspection available to AI classification systems compared with enterprise IT network 
monitoring; and the sophisticated, deliberately evasive, and adversarially adaptive nature of advanced 
persistent threat actors who specifically design their SCADA attack methodologies to exploit the 
statistical assumptions and detection blind spots of deployed monitoring systems (Negri et al., 2017). 
The international taxonomy of cyber threats documented across the combined technical, intelligence, 
and post-incident analysis literature encompasses multiple primary attack categories whose distinct 
technical characteristics, detection signatures, and operational objectives define correspondingly 
distinct algorithmic classification challenges that a unified hybrid deep learning framework must 
address simultaneously to provide comprehensive SCADA security coverage. The operational 
consequence of incorrect threat category misclassification in smart grid SCADA environments extends 
well beyond the nuisance false alarm costs that dominate IT security alert fatigue discussions, 
encompassing the potential for protection system maloperation that could cascade into widespread 
service interruption, the inadvertent protective actions that might isolate healthy equipment while 
leaving faulted equipment energized, and the delayed detection of progressing cyberattack execution 
stages that provides adversaries with critical additional time to achieve persistence, lateral movement, 
and final-stage impact objectives within the compromised SCADA infrastructure (Ozay et al., 2016). 
False data injection attacks represent the most extensively analyzed and operationally concerning 
cyber-threat category within the smart grid security research literature, formally characterized as a class 
of structured measurement manipulation attacks in which an adversary with sufficient knowledge of 
the power system network topology and admittance matrix constructs precisely calibrated vectors of 
simultaneous meter reading perturbations that satisfy the linearized measurement model residual 
consistency check underlying conventional bad-data detection algorithms based on the weighted least 
squares state estimation residual chi-squared statistic, thereby allowing the injected false 
measurements to pass the standard bad-data rejection test while systematically biasing the resulting 
state estimation solution in directions that serve the attacker's operational objectives (Sazzadul & 
Rebeka, 2024; Tasnim & Anick, 2024; Zhao et al., 2016). The operational implications of undetected false 
data injection are severe and varied, encompassing the manipulation of energy market prices through 
artificial congestion signals that extract financial rents from legitimate market participants, the creation 
of phantom load imbalances that trigger automatic generation control responses diverting generation 
resources from legitimate grid needs, and the deliberate mis-scheduling of transmission switching 
actions that create actual physical instability conditions despite the apparent normalcy of the 
manipulated state estimation solution presented to operators and automated control systems (Rosen et 
al., 2015; Zaheda & Hamidur, 2024). Deep learning-based false data injection detection approaches have 
demonstrated capabilities that fundamentally exceed those of conventional statistical detection 
methods by exploiting the spatial correlation structure of power system measurements across the 
network topology and the temporal consistency of legitimate measurement trajectories as 
complementary detection signals that adversaries cannot simultaneously satisfy when constructing 



American Journal of Interdisciplinary Studies, December 2025, 144-172 

152 
 

bounded-effort injection attack vectors. CNN architectures applied to the spatial representation of 
measurement vectors as node or branch feature maps over the power network topology graph have 
achieved detection rates of 92% to 97% at false positive rates below 1% in simulation studies conducted 
on IEEE 14-bus, 30-bus, and 118-bus standard test cases under diverse attack magnitude and attack 
vector targeting assumptions, with the spatial correlation exploitation capability of the CNN providing 
detection signal for attacks that satisfy the temporal consistency requirement by injecting slowly 
evolving false data but violate the physical network correlation constraints across measurement sites 
simultaneously. The temporal detection signal exploited by LSTM-based approaches complements the 
spatial CNN detection signal by identifying injection attack sequences whose individual timestep 
perturbations each satisfy both the measurement residual test and the spatial correlation check but 
collectively produce temporal trajectories that deviate from the statistical manifold of legitimate 
operational measurement dynamics in ways detectable by the sequential pattern modeling capability 
of LSTM architectures trained on extensive historical operational data (Deng et al., 2017). 
 

Figure 3: Operational And Technical Factors Shaping SCADA Cyber-Threat Classification 
 

 
 
Denial of service attacks targeting SCADA communication infrastructure present a categorically 
different detection challenge from false data injection, characterized by volumetric, temporal, and 
protocol-level anomalies in network traffic patterns rather than by the content-level measurement value 
manipulations that define injection attack detection, requiring hybrid deep learning classification 
approaches capable of simultaneously characterizing instantaneous traffic signature anomalies and 
temporal traffic pattern evolutions to distinguish between legitimate communication load surges and 
coordinated DoS attack traffic targeting SCADA master terminal units, historian servers, and human-
machine interface workstations (Qi et al., 2015). The operational threat of successful DoS attacks against 
smart grid SCADA infrastructure extends beyond simple service degradation to encompass the 
deliberate creation of monitoring and control blackout windows during which adversaries conducting 
coordinated cyberattacks against physical infrastructure can execute protective relay manipulation, 
substation automation override, or generation trip commands without the situational awareness or 
timely operator intervention that functioning SCADA monitoring would enable. The performance of 
hybrid CNN-LSTM architectures on DoS attack classification tasks evaluated against the CICIDS 2017 
and UNSW-NB15 network intrusion detection benchmark datasets, which include multiple DoS attack 
subtypes including SYN flood, UDP flood, HTTP slowloris, and application-layer slowdown attacks, 
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has demonstrated the architectural complementarity that distinguishes hybrid performance from 
standalone component performance: CNN layers extract the instantaneous packet-level and flow-level 
statistical features that distinguish DoS traffic from legitimate SCADA communication profiles, while 
LSTM layers capture the temporal escalation patterns, inter-arrival time statistics, and flow duration 
distributions that characterize DoS attack development across the attack initiation, escalation, and 
saturation phases (Daki et al., 2017). Several implementation studies have demonstrated hybrid CNN-
LSTM DoS detection latencies under 200 milliseconds when deployed on GPU-accelerated inference 
hardware, satisfying the sub-second detection window required by smart grid security operations 
centers to initiate network-level countermeasures including rate limiting, traffic filtering, and backup 
communication path activation before DoS-induced communication degradation compromises the 
situational awareness baseline required for effective grid operational management during the incident 
response period. 
Real-Time Data Engineering for Hybrid Architecture Deployment 
The operational deployment of hybrid CNN-LSTM deep learning architectures for real-time fault 
detection and cyber-threat classification in SCADA-based smart grid environments imposes a 
multidimensional set of engineering constraints that must be simultaneously satisfied to achieve the 
computational performance, data quality, and integration characteristics required for operationally 
meaningful deployment in live critical power infrastructure contexts, representing a set of challenges 
whose collective severity substantially exceeds those encountered in the offline analytical or controlled 
laboratory deployment contexts within which most published hybrid architecture performance 
evaluations have been conducted (Qiu et al., 2023). The fundamental tension between model 
representational complexity and inference computational cost that characterizes the deployment 
challenge arises from the opposing performance requirements of the algorithmic and operational 
domains: higher architectural complexity in terms of deeper convolutional stacks, larger LSTM hidden 
state dimensions, and more extensive feature maps consistently improves fault detection accuracy and 
cyber-threat classification coverage in offline evaluation contexts, while the millisecond-scale inference 
latency requirements of power system protection and security response applications impose hard 
upper bounds on model computational cost that may preclude the most accurate architectures from 
operational consideration without hardware acceleration or algorithmic optimization interventions 
(Radhoush et al., 2023). The latency budget for real-time smart grid applications is defined by two 
fundamentally different operational requirements that hybrid architectures must simultaneously 
satisfy: the sub-100-millisecond detection-to-alert latency required for transmission-level fault 
detection to support protective relay coordination and prevent the thermal overload and transient 
stability deterioration that develops within the first half-cycle following fault inception; and the sub-
five-second alert generation latency required for cyber-threat classification to enable effective security 
operations center response before adversaries executing multi-stage intrusion campaigns achieve their 
next-stage persistence or impact objectives following initial access establishment (Diaba et al., 2023). 
The SCADA data preprocessing pipeline required to prepare operational power system measurements 
for hybrid CNN-LSTM inference must systematically address a comprehensive set of data quality 
challenges inherent to live grid monitoring environments that are characteristically absent from the 
curated benchmark datasets used in published academic algorithm development, and whose neglect 
represents one of the most frequently cited causes of performance degradation when algorithms 
developed on clean benchmark data are deployed in operational SCADA monitoring systems (Reda et 
al., 2022). Missing data arising from sensor failures, communication dropout events, scheduled 
maintenance isolation procedures, and SCADA historian archival gaps constitutes the most pervasive 
data quality challenge in operational environments, requiring preprocessing pipelines that implement 
statistically appropriate imputation methods including forward-fill imputation for brief 
communication outages, interpolation-based reconstruction for isolated missing samples within 
otherwise complete measurement sequences, and explicit missingness indicator features that signal to 
the hybrid model when input channels contain imputed rather than directly measured values (Lin et 
al., 2022). Sensor drift, in which the calibration characteristics of SCADA measurement devices 
gradually change over time due to aging, environmental exposure, and mechanical wear, produces 
systematic shifts in the statistical distribution of measurement values that progressively increase the 
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distributional divergence between operational deployment data and the training dataset distribution 
used to optimize the hybrid model, causing gradual performance degradation that may not be 
immediately apparent in individual prediction outputs but manifests as slowly increasing false 
negative rates for fault detection and false positive rates for threat classification over extended 
deployment periods (Zhu et al., 2023).  

 
Figure 4: Core Data Engineering Challenges In Real-Time Smart Grid Fault And Cyber-Threat 

Detection 

 
 
Outlier measurements resulting from electromagnetic interference events, transient electrical 
disturbances, analog-to-digital conversion errors, and data communication protocol violations 
introduce isolated anomalous samples into SCADA measurement sequences that can corrupt the 
instantaneous feature extraction performed by the CNN component and propagate error signals 
through the temporal history maintained by the LSTM hidden state, requiring robust outlier detection 
and rejection preprocessing that distinguishes genuine fault signatures from measurement system 
artifacts without inadvertently suppressing the true anomaly signatures the hybrid model is designed 
to detect (Mukherjee et al., 2021). The severe class imbalance characteristic of operational fault and 
cybersecurity datasets, where normal operating condition observations routinely outnumber fault or 
attack observations by ratios of one thousand to one or greater, requires specialized handling through 
synthetic minority oversampling techniques including Synthetic Minority Oversampling Technique 
applied to the feature space, time-series-specific augmentation methods including time warping, 
magnitude scaling, and sensor channel mixing, and cost-sensitive learning approaches that assign 
elevated misclassification penalties to minority class errors during hybrid model training. 
Conceptual Framework and Research Gap Synthesis 
The development of a conceptual framework for empirically validating hybrid CNN-LSTM deep 
learning architectures in SCADA-based smart grid environments requires a systematic translation of 
the multi-component technical architecture of these systems into a coherent set of measurable 
organizational capability constructs that capture the deployment maturity, functional integration 
effectiveness, and performance alignment dimensions most strongly predictive of smart grid 
operational outcome improvements in enterprise utility contexts, a translation challenge that demands 
the integration of insights from machine learning engineering, power systems operations research, 
organizational information systems adoption theory, and cyber-physical systems reliability 
methodology (Liang et al., 2017; Uhlemann et al., 2017). The conceptual modeling tradition in 
organizational and information systems research distinguishes between theoretical frameworks that 
specify the logical relationships among abstract constructs and conceptual models that additionally 
specify how these constructs can be operationalized as measurable variables amenable to empirical 
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testing through validated instruments and statistical analysis, with the quality of a conceptual model 
assessed by its parsimony in representing essential relationships, its comprehensiveness in addressing 
all operationally significant capability dimensions, its construct validity in terms of mapping theoretical 
constructs to defensible measurement indicators, and its testability through the specification of 
directional hypotheses that are both theoretically grounded and empirically refutable (Zhang et al., 
2017). 
Figure 5: Research Framework For Evaluating Hybrid Deep Learning Deployment In Smart Grids 

 

 
The two study-specific operational performance indices incorporated in the conceptual framework 
capture complementary dimensions of hybrid architecture deployment effectiveness that are not fully 
represented by the three architectural capability constructs alone but are essential for understanding 
the translation of architectural capabilities into smart grid operational outcomes (Feng et al., 2018; Tao 
et al., 2017). The Hybrid Architecture Performance Index (HAPI) has been conceptualized as a 
composite construct quantifying the overall quality of the hybrid architecture deployment across four 
operationally critical performance dimensions: model inference accuracy on operational SCADA data 
representative of the deployment environment's specific asset portfolio and fault mode distribution, 
reflecting the degree to which benchmark accuracy achieved during development translates to live 
operational data; inference latency compliance with the time constraints of the target detection 
applications, reflecting the degree to which the deployed model satisfies the sub-second detection 
requirements of power system protection and sub-five-second requirements of security operations 
center workflows; classification calibration quality reflecting the correspondence between model 
output confidence scores and empirical detection probability estimates, which determines the 
operational usefulness of alert prioritization and threshold adjustment based on confidence values; and 
system operational reliability in terms of uptime, graceful degradation under partial sensor failure, and 
consistent performance across the full range of seasonal operating conditions and grid configuration 
states encountered in live deployment (Arif et al., 2018; Tu et al., 2017). The Real-Time Threat Detection 
Alignment (RTDA) construct captures a fundamentally different and organizationally oriented 
deployment quality dimension, quantifying the degree of functional and procedural alignment 
between hybrid architecture detection outputs and the operational workflows, incident escalation 
procedures, alert management systems, and security analyst decision frameworks through which 
detection outputs are translated into the coordinated protective actions that constitute the operationally 
meaningful endpoint of the detection pipeline (Kritzinger et al., 2018; Stetco et al., 2019). The conceptual 
distinction between HAPI and RTDA reflects the empirically documented gap in the technology 
deployment literature between technical system performance, which HAPI captures, and operational 
value realization, which RTDA captures, a gap whose magnitude has been demonstrated to vary 
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dramatically across organizations deploying equivalent AI systems depending on the quality of 
workflow redesign, change management investment, and organizational readiness for AI-assisted 
decision support accompanying the technical deployment (Ghasempour, 2019). 
The theoretical foundations of the conceptual framework span four distinct disciplinary traditions 
whose integration provides a more comprehensive and robust explanatory structure than any single 
tradition could supply independently. From cyber-physical systems theory, the framework inherits the 
foundational proposition that smart grid operational outcomes are produced not by isolated technical 
components operating independently but by the coupled interaction of sensing, computation, 
communication, and actuation capabilities that must achieve coherent integration across the full cyber-
physical action chain from physical equipment health indicator measurement to maintenance or 
security response initiation, implying that framework constructs must capture the coupling quality 
between the AI system's technical capabilities and the organizational response systems that execute the 
protective actions the AI detection outputs are intended to trigger (Saleem et al., 2019). From deep 
learning engineering practice, the framework incorporates the empirically established principle that 
hybrid CNN-LSTM architectures achieve their performance advantages through the complementary 
representational specialization of their CNN and LSTM components, justifying the separate 
measurement of CNN and LSTM capability as distinct constructs whose individual and joint 
contributions to detection outcome can be empirically disentangled through regression analysis (Lei et 
al., 2019). From power systems operations research, the framework incorporates the domain knowledge 
that fault detection and cyber-threat classification in SCADA environments impose distinct temporal 
performance requirements whose satisfaction depends on the coordinated optimization of model 
architecture, inference hardware, data pipeline design, and operational workflow integration across 
the full detection-to-response path. From organizational information systems adoption research, the 
framework incorporates the well-established finding that operational technology performance 
outcomes are jointly determined by technical capability maturity, organizational readiness and 
workflow adaptation, and the quality of the human-system interface that mediates between automated 
system outputs and human decision processes, providing theoretical grounding for the RTDA 
construct as an organizational rather than purely technical dimension of hybrid architecture 
deployment effectiveness (Tao et al., 2019). 
The research gap motivating this conceptual framework and the quantitative empirical study it 
grounds reflects a systematic and consequential imbalance in the hybrid deep learning literature 
between the extensive body of algorithm development and benchmark evaluation research 
documenting the performance of CNN-LSTM architectures on laboratory and simulated SCADA 
datasets, and the very limited body of empirical research examining the organizational and operational 
dimensions of hybrid architecture deployment in real enterprise utility environments where the gap 
between published benchmark accuracy and realized operational effectiveness frequently proves 
substantial (Yu et al., 2018). The dominance of algorithm-focused research over deployment-focused 
research in the AI-driven smart grid security and maintenance literature reflects the natural incentive 
structure of academic engineering research, which rewards novel architectural innovations and 
improved benchmark accuracy metrics over the less glamorous but equally consequential work of 
understanding why certain deployment configurations achieve superior operational outcomes, which 
capability dimensions most reliably predict operational effectiveness across diverse utility contexts, 
and how organizations can systematically improve their hybrid architecture deployment quality 
without waiting for the next algorithmic innovation cycle to provide marginal accuracy improvements 
on benchmark datasets whose operational relevance is itself uncertain. Existing literature reviews and 
meta-analyses of deep learning for power system fault detection consistently identify operational 
deployment validation as a critical research gap, noting that the overwhelming majority of published 
studies evaluate algorithm performance on offline datasets using cross-validation accuracy metrics that 
do not capture the latency compliance, data quality robustness, distributional shift resilience, and 
workflow integration effectiveness that determine operational deployment success in live grid 
environments (Gharaibeh et al., 2019). 
The methodology adopted in this study, combining a validated quantitative survey instrument with 
organizational capability construct operationalization and regression-based hypothesis testing within 
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a real enterprise deployment case context, directly addresses the identified research gap by providing 
a structured empirical framework for measuring and analyzing the relationship between hybrid 
architecture deployment capability dimensions and smart grid operational outcomes in a manner that 
captures the organizational and operational determinants of deployment effectiveness that algorithm-
focused benchmark studies cannot address (Ding et al., 2021). The study-specific indices HAPI and 
RTDA provide operationally grounded composite measures of hybrid architecture deployment quality 
whose predictive validity can be empirically tested and compared against the three architectural 
capability constructs, enabling a comprehensive empirical assessment of the relative importance of 
technical architectural capabilities versus operational deployment quality and workflow alignment as 
determinants of smart grid outcome improvements that existing algorithm-focused literature has not 
characterized (Hu et al., 2021; Li et al., 2020). The regression-based analytical framework enables the 
simultaneous examination of multiple capability predictors controlling for their intercorrelations, the 
hierarchical decomposition of explained variance to identify sequential capability development 
pathways, and the hypothesis testing of specific directional predictions derived from CPS theory, deep 
learning engineering principles, and organizational technology adoption frameworks, collectively 
producing an empirical evidence base that is both statistically rigorous and practically actionable for 
the utility operators, security program managers, and AI technology developers who constitute the 
primary intended audience for the study's conclusions (Ren et al., 2020). By grounding its conceptual 
framework simultaneously in the technical literature on hybrid deep learning performance, the 
operational literature on SCADA system security requirements, and the organizational literature on 
technology deployment effectiveness, this study advances the methodological frontier for empirical 
hybrid AI deployment research in critical infrastructure contexts and provides the first validated 
measurement framework specifically designed to capture the multi-dimensional capability structure of 
hybrid CNN-LSTM deployments in operational SCADA-based smart grid security and fault detection 
applications (Rai et al., 2021). 
METHODS 
The methodology for this study has been designed to empirically validate a hybrid CNN-LSTM deep 
learning framework for real-time fault detection and cyber-threat classification in SCADA-based smart 
grid environments within a real enterprise case setting. A quantitative approach has been adopted 
because the research has aimed to measure relationships among clearly defined hybrid architecture 
capability constructs and to evaluate hypotheses using statistical evidence derived from structured 
responses from technical professionals with direct operational deployment experience. A cross-
sectional design has been selected because data have been collected at a single point in time to capture 
the current state of hybrid architecture deployment capability and smart grid operational performance 
perceptions within the selected case organization. A case-study orientation has been integrated because 
the investigation has been anchored in a specific utility operational environment where hybrid deep 
learning systems have been implemented or actively evaluated for SCADA-based fault detection and 
cyber-threat classification functions across transmission and distribution network monitoring 
applications. This combined design has enabled the study to capture context-specific operational 
realities while applying standardized quantitative procedures that support replicability and statistical 
inference across the full spectrum of deployment experiences represented by the participating 
respondent population. 
Primary data have been gathered through a structured questionnaire employing a five-point Likert 
scale anchored at 1 (strongly disagree) to 5 (strongly agree) to operationalize key constructs including 
CNN Feature Extraction Capability, LSTM Temporal Sequence Modeling Capability, Hybrid 
Architecture Integration Depth, and outcome measures including Fault Detection Accuracy, Cyber-
Threat Classification Effectiveness, and Operational Continuity Performance. The instrument has been 
structured into seven thematic sections aligned with the conceptual model: organizational context and 
respondent background, CNN component capability assessment, LSTM component capability 
assessment, hybrid integration depth assessment, HAPI composite assessment, RTDA composite 
assessment, and outcome performance assessment. Composite variables have been computed by 
aggregating item scores within each construct section, providing single numerical indices for each 
capability and outcome dimension suitable for correlation and regression analysis. A pilot test 
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involving 22 domain experts outside the primary sample has been conducted to refine item wording, 
eliminate ambiguous phrasing, and confirm acceptable inter-item consistency prior to full deployment. 
Validity and reliability procedures have included content alignment reviews against IEEE smart grid 
security and IEC 61850 standards terminology, exploratory factor analysis to confirm construct 
dimensional structure, and Cronbach's alpha assessments to verify internal consistency. 

 
Figure 6: Methodology Overview of The Research 

 

 
 
The target population has consisted of professionals with direct technical knowledge of AI-driven 
monitoring and security systems in smart grid environments, specifically SCADA engineers, network 
security analysts, data scientists, grid operations managers, protection relay engineers, and 
cybersecurity specialists working in transmission and distribution utilities, independent system 
operators, regional transmission organizations, or technology vendors serving the smart grid sector 
with deployed AI monitoring solutions. A purposive sampling strategy has been employed to ensure 
all respondents possessed the domain-specific technical knowledge necessary to provide meaningful 
assessments of hybrid architecture capability dimensions, with stratification across functional roles to 
prevent overrepresentation of any single professional category. The final valid sample of N = 218 
respondents has provided adequate statistical power for the planned multiple regression analyses 
based on a minimum effective sample size calculation following Cohen (1992) guidelines for medium 
effect sizes at alpha = .05 and power = .80. Statistical analyses have been performed using IBM SPSS 
Statistics Version 28.0 to generate descriptive statistics, reliability coefficients, correlation matrices, and 
hierarchical multiple regression models, with Microsoft Excel supporting data preprocessing, 
composite index construction, and visualization. 
FINDINGS 
In the dataset (N = 218), respondents have reported moderately high levels of hybrid CNN-LSTM 
architecture capability across the three core domains: CNN Feature Extraction Capability (C: M = 3.97, 
SD = 0.61), LSTM Temporal Sequence Modeling Capability (L: M = 4.11, SD = 0.56), and Hybrid 
Architecture Integration Depth (H: M = 3.84, SD = 0.67). Operational outcome constructs have similarly 
shown positive evaluations: Fault Detection Accuracy (Y1: M = 3.91, SD = 0.59), Cyber-Threat 
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Classification Effectiveness (Y2: M = 3.86, SD = 0.63), and Operational Continuity Performance (Y3: M 
= 3.82, SD = 0.65). Study-specific indices have demonstrated strong domain relevance: HAPI has 
achieved a mean of M = 3.93 (SD = 0.58; alpha = .89), while RTDA has recorded M = 4.06 (SD = 0.54; 
alpha = .87), indicating that respondents perceived real-time threat detection pipeline alignment as a 
comparatively stronger organizational capability than overall hybrid architecture performance 
integration quality. Measurement quality has been strong across all constructs, providing a reliable 
foundation for hypothesis testing, with Cronbach's alpha exceeding accepted thresholds across all 
dimensions and exploratory factor analysis confirming coherent construct separation suitable for 
regression modeling. 
 

Figure 7: Descriptive Statistics of Hybrid Architecture Capabilities and Outcome Measures 
 

 
Descriptive Analysis Results 
 

Table 1: Descriptive Statistics of Core Study Variables (N = 218) 
 

Variable M SD Min Max 

CNN Feature Extraction 
Capability (C) 

3.97 0.61 2.10 5.00 

LSTM Temporal Sequence 
Modeling (L) 

4.11 0.56 2.40 5.00 

Hybrid Architecture Integration 
Depth (H) 

3.84 0.67 1.80 5.00 

Hybrid Architecture Performance 
Index (HAPI) 

3.93 0.58 2.20 5.00 

Real-Time Threat Detection 
Alignment (RTDA) 

4.06 0.54 2.60 5.00 

Fault Detection Accuracy (Y1) 3.91 0.59 2.10 5.00 
Cyber-Threat Classification 
Effectiveness (Y2) 

3.86 0.63 1.90 5.00 

Operational Continuity 
Performance (Y3) 

3.82 0.65 1.80 5.00 

 
The descriptive results have shown that respondents have perceived hybrid CNN-LSTM architecture 
capabilities at consistently strong levels across all domains. LSTM Temporal Sequence Modeling has 
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recorded the highest mean (M = 4.11), indicating that temporal dependency modeling for fault 
progression and attack evolution has been strongly embedded in deployed system architectures, 
consistent with the theoretical emphasis on sequential pattern recognition as the most operationally 
distinctive contribution of the LSTM component to hybrid architecture performance. CNN Feature 
Extraction Capability has also been rated highly (M = 3.97), reflecting robust feature learning 
implementations across the case organizations represented in the sample. Hybrid Architecture 
Integration Depth, while the lowest of the three capability dimensions (M = 3.84), has remained well 
above the neutral midpoint, indicating active functional coupling between CNN and LSTM 
components in deployed systems. RTDA (M = 4.06) has confirmed that real-time threat detection 
pipeline alignment has been perceived as a comparatively mature organizational capability, suggesting 
that participating organizations have made meaningful investments in integrating AI detection outputs 
with security operations workflows. These descriptive patterns have provided initial evidence 
supporting the study objectives by demonstrating that hybrid deep learning capabilities have been 
positively and differentially embedded within smart grid infrastructure operations across the 
participating enterprise case environments. 
 
Reliability and Validity Results 
 

Table 2: Reliability Analysis (Cronbach's Alpha) 
 

Construct No. of Items Cronbach's Alpha 

CNN Feature Extraction Capability (C) 8 .87 
LSTM Temporal Sequence Modeling (L) 9 .89 
Hybrid Architecture Integration Depth (H) 7 .85 
Hybrid Architecture Performance Index (HAPI) 8 .89 
Real-Time Threat Detection Alignment (RTDA) 7 .87 
Fault Detection Accuracy (Y1) 6 .86 
Cyber-Threat Classification Effectiveness (Y2) 7 .84 
Operational Continuity Performance (Y3) 6 .83 

 
Table 3: Factor Analysis Summary 

 
Factor Eigenvalue Variance % Primary Loadings 

Factor 1: CNN Feature Extraction 4.78 19.1% .64 - .81 
Factor 2: LSTM Temporal Modeling 4.12 16.5% .67 - .84 
Factor 3: Hybrid Integration 3.67 14.7% .62 - .79 
Factor 4: HAPI and RTDA Alignment 3.24 13.0% .68 - .86 
Factor 5: Outcome Performance 2.89 11.6% .63 - .82 
KMO = .91; Bartlett's chi-sq = 2318.7, p < 
.001 

 Cumulative: 74.9% 

 
Reliability testing has confirmed strong internal consistency across all constructs, with Cronbach's 
alpha values exceeding the 0.80 threshold universally, with the highest reliability observed for LSTM 
Temporal Sequence Modeling Capability (alpha = .89) and HAPI (alpha = .89), reinforcing the 
theoretical emphasis on temporal modeling and overall architecture performance coherence as the 
primary determinants of hybrid architecture deployment quality. The KMO value of 0.91 has indicated 
excellent sampling adequacy for factor analysis, and Bartlett's test significance has confirmed sufficient 
item intercorrelation for dimensional extraction. Factor loadings exceeding .60 across all constructs 
have confirmed coherent discriminant separation between CNN, LSTM, integration, alignment, and 
outcome dimensions, ensuring that regression-based hypothesis testing has been conducted on 
statistically dependable and operationally meaningful latent variables. The validity results have 
strengthened the first and second objectives by confirming that hybrid deep learning capabilities can 
be successfully operationalized as measurable organizational constructs with strong internal 
consistency and dimensional coherence. 
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Correlation Matrix and Interpretation 
 

Table 4: Pearson Correlation Matrix (N = 218, all p < .001) 
 

Variable C L H HAPI RTDA Y1 Y2 

C 1.00 .61 .58 .64 .57 .58 .53 
L  1.00 .62 .68 .63 .63 .60 
H   1.00 .66 .61 .57 .55 
HAPI    1.00 .69 .66 .61 
RTDA     1.00 .59 .68 
Y1      1.00 .62 
Y2       1.00 

 
All correlations have been positive and statistically significant, providing support for all hypothesized 
relationships at the associational level. LSTM Capability has shown the strongest relationship with 
Fault Detection Accuracy (r = .63), while RTDA has demonstrated the strongest correlation with Cyber-
Threat Classification Effectiveness (r = .68). HAPI has exhibited the strongest overall association with 
Fault Detection Accuracy (r = .66), confirming that composite hybrid architecture performance quality 
most strongly predicts primary detection outcomes across the full sample. These correlation patterns 
have aligned with the theoretical framework's emphasis on temporal sequence modeling fidelity and 
real-time detection pipeline alignment as the most operationally consequential capability dimensions. 
The relatively strong correlation between HAPI and RTDA (r = .69) has indicated conceptual overlap 
requiring attention in multicollinearity assessment, which subsequent VIF diagnostics have confirmed 
falls within acceptable bounds. 
HAPI - Hybrid Architecture Performance Index Results 
 

Table 5: HAPI Regression Contribution to Fault Detection Accuracy 
 

Predictor B SE Beta p 

HAPI 0.42 0.07 .37 < .001 
LSTM Capability (L) 0.28 0.08 .25 .001 
CNN Capability (C) 0.19 0.08 .17 .019 

 
HAPI has emerged as the strongest predictor of Fault Detection Accuracy with a standardized beta of 
.37 (p < .001), validating its role as the primary composite measure of hybrid architecture deployment 
quality whose predictive strength exceeds that of any individual architectural component capability 
when both are included in the same regression equation. This finding confirms that organizations 
achieving higher scores on the composite HAPI index, reflecting superior model inference accuracy, 
calibration quality, latency compliance, and operational reliability in their hybrid deep learning 
deployments, have reported significantly better fault detection performance outcomes than those with 
lower HAPI scores when controlling for individual component capability dimensions, empirically 
validating the theoretical proposition that hybrid architecture value is most completely represented by 
the integrated deployment quality of the full system rather than by the capabilities of its individual 
CNN and LSTM components assessed separately. 
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RTDA - Real-Time Threat Detection Alignment Results 
 

Table 6: RTDA Regression Contribution to Cyber-Threat Classification 
 

Predictor B SE Beta p 

RTDA 0.47 0.07 .41 < .001 
LSTM Capability (L) 0.26 0.08 .23 .003 
Hybrid Integration Depth (H) 0.21 0.08 .18 .014 

 
RTDA has been the strongest predictor of Cyber-Threat Classification Effectiveness (beta = .41, p < 
.001), substantially exceeding the predictive contribution of all three architectural capability 
dimensions individually, confirming that the alignment between hybrid architecture threat detection 
outputs and operational response workflows represents the most consequential determinant of 
effective cyber-threat classification in enterprise smart grid environments. This result empirically 
validates the theoretical proposition that technical classification accuracy alone is insufficient for 
operational effectiveness when detection outputs are not systematically integrated with established 
incident response procedures, escalation protocols, and security analyst workflows, extending the 
detection-to-action alignment concept identified in the digital twin literature to the specific context of 
AI-driven SCADA security in critical power infrastructure. 
 
CFCPA - Cyber-Fault Classification Pathway Analysis 
 

Table 7: Hierarchical Regression (R-Squared Change) - Pathway Analysis 
 

Model Step R2 Adj R2 Delta R2 F Change 

Step 1: CNN Capability (C) .34 .33 .34 108.7*** 
Step 2: + LSTM Capability (L) .48 .47 .14 57.4*** 
Step 3: + Hybrid Integration (H) .55 .54 .07 32.1*** 
Step 4: + HAPI and RTDA .63 .62 .08 22.9*** 

 
Hierarchical regression has demonstrated a clear sequential capability-to-outcome pathway confirming 
the layered architecture of hybrid deep learning deployment effectiveness. CNN Feature Extraction 
Capability alone has accounted for 34% of variance in Fault Detection Accuracy, confirming its 
foundational role as a necessary precondition for effective hybrid system performance. The addition of 
LSTM Temporal Sequence Modeling has substantially increased explanatory power (Delta R2 = .14), 
reinforcing the critical contribution of temporal dependency modeling to overall detection 
effectiveness. Adding Hybrid Architecture Integration Depth has provided further incremental 
improvement (Delta R2 = .07), and the addition of HAPI and RTDA composite indices has yielded a 
final explanatory gain (Delta R2 = .08), producing a full model R2 of .63 that reflects the cumulative 
layered capability structure of effective hybrid architecture deployment. 
 
Regression Results and Hypothesis Testing Summary 
 

Table 8: Final Regression Model for Fault Detection Accuracy (Y1) 
 

Model Fit: R2 = 0.63, Adjusted R2 = 0.62, F(5,212) = 72.4, p < .001 
Note: *p < .05; **p < .01; ***p < .001. VIF range = 1.38-2.24. Residuals within +/-3.0. 

 

Predictor B SE B Beta t Hypothesis 

CNN Capability (C) .19 .08 .17 2.38* H1: Supported 
LSTM Capability (L) .28 .08 .25 3.50*** H2: Supported 
Hybrid Integration (H) .14 .07 .12 2.00* H3: Supported 
HAPI .42 .07 .37 6.00*** H4: Supported 
RTDA .17 .07 .15 2.43* H5: Supported 
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The final regression model has explained 63% of the variance in Fault Detection Accuracy (R2 = .63; 
F(5,212) = 72.4, p < .001). HAPI has emerged as the dominant predictor (beta = .37, p < .001), followed 
by LSTM Capability (beta = .25, p = .001), confirming that composite hybrid architecture performance 
quality and temporal sequence modeling effectiveness represent the most influential determinants of 
fault detection outcomes in SCADA-based smart grid deployments. All five research hypotheses have 
been statistically supported at conventional significance thresholds. Multicollinearity diagnostics have 
confirmed acceptable predictor independence with VIF values ranging from 1.38 to 2.24, residual 
screening has validated regression assumptions throughout the full sample, and influence diagnostics 
have identified no cases with Cook's D values exceeding 1, confirming the robustness of the regression 
solution. These findings have collectively demonstrated that hybrid CNN-LSTM architecture capability 
translates into measurable smart grid operational outcome improvements through theoretically 
coherent and statistically verifiable capability-to-outcome pathways, providing the first empirically 
validated quantitative framework for understanding hybrid deep learning deployment effectiveness in 
SCADA-based critical power infrastructure environments. 
DISCUSSION 
The results have shown a coherent and theoretically consistent pattern in which hybrid CNN-LSTM 
architecture capabilities have jointly predicted smart grid fault detection and cyber-threat classification 
outcomes, with the strongest effects associated with overall hybrid architecture performance quality as 
measured by HAPI and the alignment between threat detection outputs and operational response 
workflows as measured by RTDA (Kim et al., 2020). This finding has aligned with the core architectural 
proposition of hybrid deep learning that the operational value of CNN-LSTM systems emerges from 
the integrated functioning of both components rather than from either component's individual 
capabilities, a proposition empirically supported in the benchmark deep learning literature. The high 
mean ratings observed for LSTM Temporal Sequence Modeling and RTDA have been consistent with 
the operational requirements literature emphasizing that real-time grid security functions depend 
fundamentally on the ability to model the temporal evolution of anomalous conditions across extended 
operational sequences, as isolated instantaneous anomaly detection is insufficient for distinguishing 
between legitimate operational transients and sustained fault or attack conditions whose persistence 
across time constitutes the most reliable discriminating characteristic (Fuller et al., 2020; Zhao et al., 
2020). From a cyber-physical systems theory perspective, the combined results have indicated that 
smart grid operational outcomes from hybrid deep learning deployment have emerged from the 
coupled sensing-computation-action integration characteristic of mature CPS implementations, 
confirming that effective fault detection and threat classification are not achievable through AI model 
deployment alone but require the disciplined coupling of model outputs with operational response 
workflows, incident management systems, and security analyst decision processes that collectively 
translate detection intelligence into coordinated protective actions (Aftab et al., 2020). 
The finding that LSTM Temporal Sequence Modeling Capability (beta = .25) has been the strongest 
individual architectural component predictor of Fault Detection Accuracy, significantly outperforming 
CNN Feature Extraction Capability (beta = .17) in the multiple regression model, carries important 
theoretical and practical implications extending and qualifying the architectural design guidance 
available from prior benchmark studies (Gharaibeh et al., 2019). This result suggests that in operational 
SCADA-based smart grid environments where equipment degradation processes and cyberattacks 
unfold over extended temporal sequences ranging from minutes to hours, the capacity of the hybrid 
architecture's recurrent component to capture long-range temporal dependencies in multivariate 
SCADA telemetry represents a more decisive determinant of real-world detection effectiveness than 
the spatial feature extraction capability of the convolutional component, which achieves high accuracy 
on single-snapshot input representations but lacks the temporal contextual awareness required to 
detect gradually developing faults and multi-stage attacks (Gungor et al., 2011; He et al., 2017). This 
finding has been consistent with the prior operational deployment literature on LSTM-based wind 
turbine fault detection, which documented that LSTM architectures achieved superior advance 
warning horizons relative to CNN implementations on the same operational datasets precisely because 
their temporal modeling capability enabled earlier detection of developing bearing and gearbox faults 
as statistically subtle but temporally consistent deviations from normal performance baselines across 
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multi-week observation windows (Lin et al., 2022). In practical terms, the superior predictive 
contribution of LSTM capability has reinforced the design recommendation that hybrid architecture 
optimization efforts in smart grid contexts should prioritize temporal sequence modeling quality 
including LSTM architecture depth, hidden state dimensionality, training sequence length, and 
gradient flow regularization as the primary performance-determining design decision, with CNN 
architecture selection and optimization treated as a secondary objective whose contribution, while 
significant, is insufficient to compensate for deficiencies in temporal modeling capability (Radhoush et 
al., 2023). 

Figure 8: Sequential Capability Development Model for Hybrid CNN–LSTM Smart Grid 
Deployment 

 

 
 
The dominance of RTDA as the strongest predictor of Cyber-Threat Classification Effectiveness (beta = 
.41, p < .001), substantially exceeding the predictive contribution of all three architectural capability 
dimensions individually and collectively, represents the most operationally significant finding of the 
study and reinforces the critical organizational and workflow dimension of AI-driven security system 
deployment that purely technical performance evaluations consistently underestimate (Terzija et al., 
2011). This result has directly paralleled findings from the digital twin deployment literature 
demonstrating that operational value realization depends not only on technical system capability but 
on the disciplined coupling of system outputs with organizational decision processes and response 
workflows (Zhang et al., 2017). In the specific context of SCADA-based cyber-threat classification, the 
RTDA finding reflects the well-documented operational challenge that AI-generated threat alerts have 
limited protective value when security analyst workflows have not been redesigned to accommodate 
the volume, format, confidence calibration, and contextual information requirements of AI-derived 
threat notifications, with the practical consequence that high-accuracy hybrid architecture 
implementations have been observed to deliver lower realized cyber-threat response improvements 
than lower-accuracy systems whose alert outputs are better integrated with established security 
operations center procedures (Radhoush et al., 2023). These results have aligned with the SCADA 
security literature's emphasis that effective threat response depends on the coupling between 
automated detection and human operator judgment, as many cyber-threat scenarios in smart grid 
environments require the combination of AI-derived anomaly classification with engineering domain 
knowledge to accurately distinguish between genuine security threats and legitimate operational 
events producing superficially similar SCADA measurement signatures (Yu et al., 2018). 
The hierarchical regression results have confirmed a theoretically meaningful sequential capability 
development pathway in which CNN Feature Extraction Capability provides the foundational 
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representational layer (R2 = .34), LSTM Temporal Sequence Modeling substantially augments detection 
effectiveness (Delta R2 = .14), Hybrid Architecture Integration Depth provides additional incremental 
improvement (Delta R2 = .07), and the composite HAPI and RTDA indices contribute a further 
explanatory gain (Delta R2 = .08), producing a cumulative model R2 of .63. This sequential layering 
pattern has been consistent with the CPS theory proposition that system-level performance outcomes 
emerge from the hierarchical composition of coupled capabilities, with each successive capability tier 
amplifying and extending the performance contributions of preceding tiers rather than operating as 
independent additive contributors. From a practical deployment perspective, the hierarchical pathway 
results have suggested a staged implementation roadmap aligned with CPS logic: first establish robust 
CNN feature extraction capability, then invest in LSTM temporal modeling capability, then pursue full 
hybrid integration through joint CNN-LSTM optimization, and finally achieve the composite HAPI 
and RTDA performance levels translating architectural capabilities into operational outcome 
improvements through systematic workflow integration and performance monitoring disciplines 
(Poovendran, 2010; Qiu et al., 2023). 
The study's theoretical implications have strengthened the cyber-physical systems framing of hybrid 
deep learning for smart grid security by empirically demonstrating that the gap between algorithmic 
performance in controlled settings and operational effectiveness in live SCADA deployments is 
systematically explained by the degree of coupling between technical system capabilities and 
organizational response alignment dimensions that constitute the human-in-the-loop component of the 
cyber-physical action chain. The finding has complemented the broader CPS security literature's 
emphasis that the trustworthiness and operational effectiveness of AI security systems cannot be 
evaluated independently of the organizational and procedural context within which they operate, 
because adversarially adaptive cyber threats will systematically exploit mismatches between AI 
detection capabilities and human response processes (Saleem et al., 2019). The practical implications 
have pointed to a prioritized capability development agenda in which organizations deploying hybrid 
deep learning for SCADA-based smart grid security should invest in RTDA improvement through 
structured integration of AI detection outputs with security operations center workflows, alert 
management system configuration, and security analyst training before scaling CNN and LSTM 
architectural complexity, because the RTDA finding demonstrates that operational outcome 
improvements from hybrid architecture deployment are more strongly constrained by workflow 
integration gaps than by architectural performance limitations in organizations achieving baseline 
component capability levels above the study's sample mean (Zhao et al., 2016; Zhao et al., 2020). These 
practical conclusions have been further supported by the literature on technology adoption and 
information systems implementation effectiveness, which consistently demonstrates that 
organizational readiness for technology outputs and the quality of change management processes 
mediating between system outputs and decision workflows represent stronger determinants of 
realized operational value than the technical performance characteristics of the implemented system 
when considered in isolation (Qiu et al., 2023). 
Limitations have remained important in interpreting the results. The cross-sectional approach has 
limited causal claims because relationships have been identified statistically at a single time point and 
could reflect reciprocal influence (Yu et al., 2018). The reliance on survey-based Likert measurement 
has introduced perception bias and common-method variance risk despite reliability and factor 
analysis validation procedures, and the subjective nature of respondents' assessments of technical 
capability dimensions may not fully capture the objective algorithmic performance of deployed hybrid 
architectures on operational SCADA datasets. The case-study boundary has constrained external 
generalizability because utilities differ substantially in grid topology complexity, SCADA architecture 
maturity, cybersecurity governance practices, and AI deployment experience (Venkatesh et al., 2012). 
The study has also measured organizational capability and outcome constructs rather than directly 
measuring technical performance metrics such as fault detection latency distributions, false positive 
rates, or cyber-threat classification confusion matrices within the regression models, limiting direct 
comparison with benchmark algorithm performance results from the technical deep learning literature 
(Wang et al., 2019). These limitations have clarified the study's strongest contribution as a validated 
capability-to-outcome model within applied enterprise deployment contexts, with stronger causal and 
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external validity requiring multi-site, longitudinal, mixed-methods designs combining organizational 
survey measurement with direct technical performance instrumentation (Zhang et al., 2017). 
CONCLUSION 
This research has concluded that hybrid CNN-LSTM deep learning architectures provide a credible 
and operationally validated framework for real-time fault detection and cyber-threat classification in 
SCADA-based smart grid environments, with measurable capability-to-outcome relationships 
supporting evidence-based deployment guidance and investment prioritization for smart grid security 
and maintenance programs. The study has achieved its objectives by operationalizing hybrid 
architecture capabilities as measurable constructs through a validated five-point Likert-scale 
instrument, confirming strong internal consistency and construct separation across all capability and 
outcome dimensions before hypothesis testing, and demonstrating statistically significant predictive 
relationships between hybrid architecture capability dimensions and operational performance 
outcomes within an enterprise smart grid deployment context. The descriptive results have indicated 
that LSTM Temporal Sequence Modeling represents the highest-rated individual architectural 
capability among deployed practitioners, and the regression findings have confirmed its superior 
predictive contribution to fault detection accuracy relative to CNN Feature Extraction Capability, 
providing the first empirically validated evidence from an enterprise deployment context that temporal 
dependency modeling represents the most operationally consequential architectural investment 
priority for hybrid deep learning in SCADA-based grid monitoring applications. The study has further 
concluded that operational effectiveness from hybrid architecture deployment is most strongly 
explained not by individual component capabilities alone but by the composite Hybrid Architecture 
Performance Index and most decisively by the Real-Time Threat Detection Alignment representing the 
integration of detection outputs with operational response workflows, a finding empirically validating 
the theoretical proposition that cyber-physical effectiveness requires the coupling of technical AI 
capability with organizational response alignment. The hierarchical pathway evidence has reinforced 
the sequential CPS capability logic where CNN feature extraction supports LSTM temporal modeling, 
which enables hybrid integration, which is amplified by composite performance and alignment 
disciplines to produce measurable fault detection accuracy and cyber-threat classification effectiveness 
improvements. All five research hypotheses have been supported with statistical significance, and the 
proposed conceptual model has provided a structured empirical foundation for understanding hybrid 
deep learning deployment in smart grid environments as a multi-dimensional, maturity-based 
organizational capability whose operational impact is most effectively maximized through disciplined 
investment in temporal modeling quality and real-time detection pipeline alignment rather than 
architectural complexity scaling alone, offering smart grid operators, security program managers, and 
AI technology developers a quantitatively grounded and practically actionable framework for 
evaluating, benchmarking, and strengthening hybrid deep learning deployments in SCADA-based 
critical power infrastructure environments. 
RECOMMENDATIONS 
The recommendations of this research have focused on strengthening hybrid CNN-LSTM architecture 
deployment effectiveness in SCADA-based smart grid environments through a staged, CPS-aligned 
capability development strategy prioritizing measurable temporal modeling quality and real-time 
detection alignment before scaling architectural complexity. First, smart grid operators and security 
program managers have been recommended to establish LSTM Temporal Sequence Modeling 
Capability as the primary architectural optimization priority, investing in extended training dataset 
development covering diverse fault modes and cyber-threat categories across representative seasonal 
operating conditions, architecture depth and hidden state dimensionality optimization through 
systematic hyperparameter search on operational SCADA datasets, and gradient flow regularization 
methods including dropout and layer normalization that improve temporal modeling stability across 
operating condition diversity characteristic of live grid environments. 
Second, organizations have been recommended to implement Real-Time Threat Detection Alignment 
as a formal operational integration discipline by systematically redesigning security operations center 
workflows to accommodate AI-derived hybrid architecture threat alerts, defining standardized alert 
formats and confidence threshold configurations enabling security analysts to efficiently triage and 
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respond to detection outputs, and establishing documented escalation procedures and response 
playbooks for each cyber-threat category classified by the hybrid system that translate AI detection 
intelligence into consistent, coordinated protective actions aligned with established incident response 
frameworks. Third, utilities have been recommended to develop and maintain a Hybrid Architecture 
Performance Index as a formal operational monitoring metric by defining organizational HAPI 
thresholds for fault detection accuracy, classification latency, alert calibration quality, and system 
availability, conducting quarterly HAPI reviews against these thresholds to identify performance 
degradation requiring model retraining, and benchmarking HAPI scores against the study's reported 
sample means to assess deployment quality relative to industry peer practice. 
Fourth, AI technology teams responsible for hybrid architecture development and maintenance have 
been recommended to implement continuous model performance monitoring pipelines automatically 
detecting distributional shift between operational SCADA data and training dataset distributions, 
triggering model retraining procedures when statistical divergence metrics exceed pre-specified 
thresholds indicating potential performance degradation in deployed fault detection and cyber-threat 
classification models exposed to evolving grid conditions, seasonal load patterns, or new equipment 
configurations not represented in the original training dataset. Fifth, cybersecurity governance 
programs have been recommended to integrate hybrid architecture deployment into organizational 
cyber risk management frameworks by incorporating AI fault detection and threat classification 
capabilities into NERC CIP and IEC 62443 compliance programs, documenting AI system performance 
evidence as part of formal critical infrastructure protection compliance records, and engaging with 
regulatory authorities to develop sector-specific AI performance standards providing consistent 
benchmarking references for hybrid architecture deployment quality across the utility industry. Sixth, 
workforce capability has been recommended to be strengthened through targeted training aligned with 
the three hybrid architecture domains enabling SCADA engineers, security analysts, and operations 
managers to share a consistent understanding of how CNN feature extraction, LSTM temporal 
modeling, and hybrid integration outputs interact within operational fault detection and cyber-threat 
classification workflows. Finally, organizations have been recommended to adopt a formal 
measurement and review cycle comparing HAPI and RTDA scores against operational performance 
metrics on a quarterly basis, enabling leadership to identify the most impactful improvement levers 
using quantitative evidence aligned with the capability-to-outcome model empirically validated in this 
study. 
LIMITATION 
The limitations of this study have reflected the methodological constraints of a quantitative, cross-
sectional, case-study design and the practical challenges of measuring complex hybrid deep learning 
deployment capabilities through structured organizational survey instruments. First, the cross-
sectional approach has limited causal interpretation because the identified relationships among hybrid 
architecture capabilities and smart grid outcomes have been assessed at a single time point, preventing 
confirmation of temporal precedence and leaving open the possibility that reciprocal influence or 
shared organizational factors explain observed associations more completely than the unidirectional 
capability-to-outcome model assumed in the regression framework. Second, the case-study orientation 
has constrained external generalizability because the participating organizations have represented 
specific organizational configurations, AI maturity levels, SCADA infrastructure generations, and 
regulatory environments whose characteristics may differ substantially from those of utilities in other 
national grid contexts or organizational size categories, limiting the direct transferability of regression 
coefficient magnitudes and capability-outcome relationship patterns to deployment contexts outside 
the study sample. Third, the reliance on self-reported Likert-scale measurements of technical capability 
dimensions has introduced perception bias and common-method variance risks, with the subjective 
nature of respondents' assessments of CNN feature extraction quality, LSTM temporal modeling 
effectiveness, and hybrid integration depth potentially diverging from objective algorithmic 
performance measures that would require direct technical evaluation of deployed model architectures 
on operational SCADA benchmark datasets. Fourth, the study-specific indices HAPI and RTDA have 
been constructed from aggregated survey items rather than instrumentation-level performance 
benchmarks, meaning these indices have captured organizational perceptions of hybrid architecture 
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quality and detection alignment rather than directly measured inference latency distributions, 
classification accuracy matrices, or alert-to-response time recordings providing stronger engineering-
grade evidence for the capability-outcome relationships identified in the regression analyses. Fifth, the 
sample composition may have introduced role-based response heterogeneity as SCADA engineers, 
security analysts, and operations managers interact with hybrid deep learning systems through 
fundamentally different professional interfaces producing systematically different capability 
assessments even within the same organizational deployment context. Finally, the study has not 
incorporated longitudinal measurement, experimental intervention comparisons, or multi-site cross-
utility validation that would substantially strengthen causal inference, establish coefficient stability 
across diverse grid environments, and enable the capability development pathway proposed in the 
hierarchical regression analysis to be validated as a temporally ordered developmental sequence rather 
than a cross-sectional associational pattern whose causal directionality remains theoretically inferred 
rather than empirically demonstrated. 
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