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Abstract

This systematic literature review investigates the evolving landscape of
cybersecurity practices within enterprise information systems (EIS), with a
specific focus on U.S.-based organizations. By analyzing 144 peer-reviewed
articles published between 2010 and 2024, the study synthesizes insights
across multiple thematic areas, including cybersecurity maturity models, Zero
Trust Architecture (ZTA), identity and access management (IAM), incident
response planning, cloud security, and governance frameworks. Following
the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines, the review identifies critical gaps between theoretical
best practices and real-world implementation. The findings reveal that while
conceptual frameworks such as CMMI, CMMC, and NIST CSF are widely
acknowledged, their practical adoption remains inconsistent across sectors.
Zero Trust Architecture, though increasingly recognized for its benefits, has yet
to be fully integrated into enterprise-wide strategies due to technical,
organizational, and cultural barriers. Identity and access controls are often
fragmented, and incident response plans, where present, are frequently
underdeveloped or untested. Furthermore, organizations struggle with
securing hybrid and mulfi-cloud environments and offen underutilize
benchmarking and governance models, leading to reactive and siloed
cybersecurity efforts. The review emphasizes that effective cybersecurity in
enterprises requires a holistic, integrated approach that combines technical
safeguards with governance, leadership commitment, and continuous
adaptation to emerging threats. These findings serve as a foundation for
future research and practice, offering actionable insights for strengthening
organizational cybersecurity readiness in an era of increasing digital
complexity.
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INTRODUCTION

Cybersecurity, broadly defined as the practice of protecting systems, networks, and
data from digital attacks, has evolved into a critical area of concern within modern
information systems, especially in enterprise settings (Liu et al., 2020). The International
Telecommunication Union (ITU) defines cybersecurity as the collection of tools,
policies, security concepts, risk management approaches, actions, training, best
practices, assurances, and technologies that can be used to protect the cyber
environment and organization assets (Buja, 2021). Enterprise Information Systems (EIS),
which refer to large-scale software solutions that facilitate the flow of information and
coordination of business processes across organizations (Islam et al., 2018), have
become pivotal in global business infrastructure. These systems typically include
Enterprise Resource Planning (ERP), Customer Relationship Management (CRM), and
Supply Chain Management (SCM), all of which process highly sensitive data such as
financial records, customer profiles, and operational metrics (Haddad & Binder, 2019).
Given theirintegration across critical business functions, EIS are increasingly becoming
targets for sophisticated cyber threats. The global rise in cybercrime, evidenced by
the annual increase in reported data breaches, underscores the international
relevance of cybersecurity in enterprise environments (Frank et al., 2019; Gordon et
al., 2015). Data breaches compromise not only operational continuity but also
stakeholder trust and regulatory compliance (Shaikh & Siponen, 2023), reinforcing the
importance of securing enterprise systems.

Figure 1: Safeguarding Enterprise Systems Against Evolving Cyber Threats
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Cyber threats targeting enterprise environments have become more sophisticated
and persistent, leveraging vulnerabilities across interconnected systems and supply
chains. According to (Walton et al., 2020), over 60% of enterprises have experienced
at least one significant data breach, primarily due to phishing, ransomware, and
insider threats. These threats often exploit system vulnerabilities, misconfigured cloud
platforms, and outdated software (Lee, 2020). For example, the SolarWinds attack,
one of the most significant enterprise-targeted breaches, revealed systemic
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vulnerabilities in software supply chains and third-party integrations (Wu & Irwin, 2016).
The complexity and size of enterprise systems exacerbate these risks by introducing
numerous atftack surfaces (lbrahim et al., 2020). The diversity in enterprise system
architectures, which often integrate legacy systems with cloud-based applications,
further complicates cybersecurity efforts (Brody et al., 2018). Additionally, the COVID-
19 pandemic intensified these challenges by accelerating the shift toward remote
work and increasing reliance on digital collaboration platforms, which were not
always configured with security in mind (Montasari et al., 2018). These developments
highlight the urgency of implementing comprehensive cybersecurity frameworks
tailored to enterprise contexts.

Preventing data breaches in EIS involves addressing a wide spectrum of technical,
human, and organizational vulnerabilities. Technical approaches often include
deploying firewalls, intrusion detection systems, encryption mechanisms, and secure
authentication protocols (Borky & Bradley, 2018). However, technology alone is
insufficient in mitigating risks if users lack awareness or follow poor security practices
(Algarni et al., 2021). Human factors, including phishing susceptibility and negligent
behavior, remain leading causes of data breaches (Benaroch, 2018). Organizational
culture and leadership commitment to cybersecurity also significantly affect the
effectiveness of security programs (Benaroch, 2018; Walton et al., 2020). Organizations
that promote a culture of security awareness, ongoing training, and shared
accountability tend to experience lower breach incidents (Lee, 2020). Furthermore,
regulatory requirements, such as the Health Insurance Portability and Accountability
Act (HIPAA) and California Consumer Privacy Act (CCPA), compel U.S.-based
enterprises to adopt stringent cybersecurity controls (lbrahim et al., 2020).
Compliance, however, should not be treated as the endpoint of cybersecurity efforts
but as a baseline upon which proactive strategies are built (Wu & Irwin, 2016).

The architecture of modern enterprise systems poses unique challenges to
cybersecurity because of their scale, heterogeneity, and constant evolution. Cloud
computing, while enabling scalability and flexibility, also introduces risks related to
dataresidency, multi-tenancy, and lack of visibility into third-party infrastructure (Islam
et al., 2018). Hybrid enterprise systems combining on-premise and cloud resources
create complex environments where standard security measures may not suffice
(Hoddad & Binder, 2019). Moreover, the trend toward Bring Your Own Device (BYOD)
and mobile-first enterprise applications expands the threat landscape, increasing the
number of endpoints susceptible to attacks (Frank et al., 2019). Attackers often exploit
lateral movement opportunities, gaining unauthorized access to multiple systems
once aninitial vulnerability is breached (Gordon et al., 2015). To combat this, Zero Trust
Architecture has emerged as a robust framework where no user or system is
automatically trusted, even if they reside within the enterprise perimeter (Snyder et al.,
2015). Studies show that Zero Trust policies significantly reduce breach dwell time and
lateral movement success (Shaikh & Siponen, 2023), although implementation across
diverse systems remains a challenge (Walton et al., 2020). Within the United States,
cybersecurity for EIS is not just a technical concern but a matter of national interest,
given the critical role these systems play in economic infrastructure. High-profile
breaches such as those experienced by Equifax, Colonial Pipeline, and Target have
led to significant financial loss, reputational damage, and disruptions in essential
services (Lee, 2020). These incidents have also prompted governmental initiatives to
enhance cybersecurity readiness, including the Cybersecurity and Infrastructure
Security Agency (CISA) and Executive Orders on improving the nation’s cybersecurity
posture (Wu & Irwin, 2016). The Biden Administration’s cybersecurity strategy calls for
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mandatory breach reporting, greater public-private collaboration, and investment in
cybersecurity workforce development (lbrahim et al., 2020). Regulatory enforcement
by the Federal Trade Commission (FTC), Department of Homeland Security (DHS), and
Securities and Exchange Commission (SEC) further enforces corporate accountability
for data protection (Brody et al., 2018). These developments underscore the
importance of integrating cybersecurity strategy into enterprise governance and risk
management frameworks (Brody et al., 2018; Montasari et al., 2018).
Figure 2: Comprehensive Cybersecurity Strategy
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Cybersecurity in enterprise systems also intersects with risk management, incident
response, and business continuity planning. Organizations that lack mature
cybersecurity incident response plans often suffer greater financial and operational
impacts from data breaches (Borky & Bradley, 2018). Studies show that having a
dedicated cybersecurity team and documented response protocol can reduce the
average cost of a data breach by 40% (Algarni et al., 2021). Risk assessments tailored
to the unique configurations and threat profiles of enterprise systems are essential in
identifying critical assets and potential attack vectors (Benaroch, 2018). Additionally,
real-fime monitoring and behavioral analytics enable early detection of anomalies
and insider threats, which account for a significant portion of data breaches in
enterprises (Roshanaei, 2021). These capabilities are increasingly powered by
machine learning and arfificial intelligence, enhancing threat detection accuracy
while reducing false positives (Li et al., 2018). However, integrating these advanced
tools requires alignment with existing IT and governance structures, necessitating
collaboration across departments and leadership support (Bertino, 2016; Li et al.,
2018).

The effectiveness of cybersecurity in enterprise information systems depends heavily
on maintaining robust compliance with standards and frameworks tailored to
enterprise risk levels. The National Institute of Standards and Technology (NIST)
Cybersecurity Framework (CSF), International Organization for Standardization (ISO)
27001, and Control Objectives for Information and Related Technologies (COBIT) offer
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guidance for establishing security controls aligned with enterprise goals. These
frameworks emphasize continuous risk assessment, access control, encryption,
network security, and incident response management. However, the adoption and
implementation of these standards vary widely among enterprises due to cost
constraints, lack of technical expertise, and complexity of system integration (Ter,
2018). Cultural and organizational barriers also hinder cybersecurity maturity,
partficularly in enterprises where security is not prioritized at the strategic level (Gay,
2017). Education, training, and awareness campaigns are recognized as crucial
elements in closing these gaps, as they help establish a shared understanding of risks
and responsibilities across the enterprise (Ulven & Wangen, 2021). Therefore,
addressing cybersecurity in EIS demands a nuanced understanding of both
technological and organizational dimensions in order to effectively reduce the risk of
data breaches in enterprise environments. The central objective of this study is to
critically analyze and evaluate the existing cybersecurity frameworks, strategies, and
practices implemented within enterprise information systems (EIS) in the United States,
with a specific focus on identifying their effectiveness in preventing data breaches. To
achieve this, the study delineates several key objectives: (1) to identify common cyber
threats and attack vectors that target enterprise information systems; (2) to assess the
current technical and organizational cybersecurity measures adopted by enterprises;
(3) to examine the compliance level of U.S. enterprises with national and international
cybersecurity standards and regulations; and (4) to evaluate the role of cybersecurity
training, risk governance, and leadership in strengthening data protection within
enterprise environments. Through a systematic literature review and synthesis of
empirical studies, the research seeks to provide evidence-based insights into how
well-prepared enterprises are in defending against cyber threats and minimizing data
loss, financial damage, and reputational harm. For instance, the increasing reliance
on cloud services, mobile technology, and third-party vendors has infroduced new
layers of vulnerability, which necessitates detailed investigation into enterprise-level
risk assessments and incident response mechanisms. Additionally, the study aims to
examine the operationalization and implementation of emerging models such as Zero
Trust Architecture (ZTA) and Al-based threat detection systems across various sectors.
By mapping these practices to regulatory benchmarks such as the NIST Cybersecurity
Framework and HIPAA/CCPA mandates, this study contributes to a structured
understanding of best practices and compliance gaps. Furthermore, the study intends
to explore organizational behavior factors—such as employee awareness, leadership
commitment, and cybersecurity culture—which are often overlooked in purely
technical assessments. Ultimately, these objectives guide a comprehensive
evaluation of enterprise cybersecurity maturity and reveal actionable pathways for
minimizing data breach risks in the U.S. corporate landscape.

LITERATURE REVIEW

In the realm of digital transformation and enterprise system integration, cybersecurity
has emerged as a foundational pillar of sustainable business operations and
regulatory compliance. Enterprise Information Systems (EIS), comprising technologies
such as Enterprise Resource Planning (ERP), Customer Relationship Management
(CRM), and Supply Chain Management (SCM), represent mission-critical
infrastructures that aggregate and process sensitive corporate and customer data.
As these systems grow in complexity and connectivity, so does their vulnerability to
cyber threats, necessitating a rigorous investigation of the security mechanisms in
place to safeguard enterprise assets. The literature on cybersecurity in EIS spans a wide
range of domains—from technical threat mitigation strategies and risk management
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frameworks to organizational behavior, compliance, and governance issues. Recent
high-profile breaches in the United States, including those affecting Equifax, Colonial
Pipeline, and SolarWinds, underscore the urgent need for comprehensive security
postures tailored to large-scale enterprise environments. This literature review seeks to
synthesize empirical studies, theoretical frameworks, and industry best practices that
inform cybersecurity policies and practices in U.S. enterprises. The purpose of this
section is to critically evaluate the multidimensional aspects of cybersecurity in EIS,
identify existing gaps, and provide a knowledge base that underpins effective breach
prevention strategies. The review is organized into several focused sub-sections
addressing threat landscapes, technological defenses, regulatory frameworks,
organizational culture, and architectural security models, ensuring a holistic
examination of the topic.

Cybersecurity within Enterprise Information Systems

Enterprise Information Systems (EIS) have undergone significant fransformations since
their initial adoption in the late 20th century, evolving from basic transaction
processing systems to sophisticated, integrated platforms supporting real-time
operations and decision-making. Historically, early EIS focused on automating back-
office functions such as payroll, accounting, and inventory control using mainframe-
based systems (Li et al., 2020; Mohiul et al., 2022). These systems operated in closed
environments with limited network connectivity, which minimized external security
threats. Consequently, security protocols were rudimentary and primarily focused on
physical access controls and basic password authentication (Couce-Vieira et al.,
2020; Maniruzzaman et al., 2023). The infroduction of relational databases in the 1980s
and the proliferation of client-server models in the 1990s marked a turning point,
enabling enterprises to process and store larger volumes of data across distributed
environments (Ahmed et al., 2022; Gordon et al., 2019). As data became more
cenftralized yet accessible, the security focus shifted toward database access control
and data integrity measures (Aklima et al., 2022; Liu et al., 2020). With the rise of
enterprise resource planning (ERP) systems, such as SAP and Oracle, organizations
began to centralize diverse business functions, which increased the attack surface
and required more robust cybersecurity protocols (Buja, 2021; Helal, 2022). The early
2000s saw the infroduction of network-based security mechanisms, including firewalls,
intrusion detection systems (IDS), and antivirus software (Alahmari & Duncan, 2020;
Mahfuj et al., 2022). These tools, while effective in static environments, struggled to
adapt torapidly changing threats in dynamic enterprise settings (Majharul et al., 2022;
Szadeczky, 2018). Researchers have noted that traditional perimeter-based security
models often failed to provide adequate protection against internal threats and
advanced persistent threats (APTs) (Berkman et al., 2018; Hossen & Afiqur, 2022;
Szddeczky, 2018). Over time, the cybersecurity approach within EIS matured into a
more layered defense model involving encryption, secure protocols (e.g., SSL/TLS),
and policy-driven access control mechanisms (Mishra et al., 2022; Mohiul et al., 2022).
This evolution underscores the reactive nature of early security strategies, where
protections were developed incrementally in response to emerging threats rather
than through anticipatory design.
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Figure 3: Relationship Between Information Security and IT Security in an Enterprise Environment
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The transition fromisolated, standalone enterprise systems to intferconnected networks
marked a paradigm shift in how businesses managed data, collaboration, and digital
infrastructure. In earlier implementations, enterprise systems operated in siloed
configurations with minimal interaction between departments or external systems
(Haoapamaki & Sihvonen, 2019; Kumar et al., 2022). These configurations, though
limited in functionality, offered inherent protection by virtue of their isolation. However,
the demand for real-time data access, supply chain integration, and customer
responsiveness led to widespread adoption of networked EIS solutions (Bodin et al.,
2018; Sohel et al., 2022). With the rise of the internet and enterprise intranets in the late
1990s and early 2000s, organizations began linking ERP, CRM, and SCM systems across
geographically dispersed sites, introducing vulnerabilities previously absent in
standalone systems (Tissir et al., 2020; Tonoy, 2022). Integration with vendor platforms,
third-party APIs, and cloud services exposed critical infrastructure to new threat
vectors, such as man-in-the-middle attacks, injection attacks, and data exfiltration
(Bodin et al., 2018; Tissir et al., 2020; Younus, 2022). Studies have shown that
interconnected systems suffer from shared security liabilities, where a breach in one
node can cascade across the network (Alam et al., 2023; Hatcher et al., 2020). These
risks are compounded by the increased complexity of IT ecosystems, which include
diverse technologies, legacy systems, and decentralized control over endpoints
(Arafat Bin et al., 2023; Nolan et al., 2019). Furthermore, the expansion of mobile
computing and Bring Your Own Device (BYOD) policies further blurred network
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perimeters, rendering traditional perimeter defenses insufficient (Alshaikh, 2020;
Chowdhury et al., 2023). In response, cybersecurity frameworks such as Defense-in-
Depth and the use of Intrusion Prevention Systems (IPS) and Data Loss Prevention (DLP)
tools became prevalent (Alshaikh, 2020; Jahan, 2023; Kelton & Pennington, 2019).
Nevertheless, research indicates that enterprises sfill face difficulties in enforcing
consistent security policies across interconnected systems, leading to security gaps
exploitable by both external actors and insiders (Mahdy et al., 2023; Romanosky,
2016).

As enterprise environments evolved into digital ecosystems powered by real-time
data exchange, cloud computing, and automation, the need for integrated
cybersecurity within enterprise information systems became increasingly apparent
(Maniruzzaman et al., 2023). Unlike legacy systems where cybersecurity was often an
afterthought, modern EIS are now being designed with embedded security features
that span applications, databases, and networks (Islam et al., 2018; Hossen et al.,
2023). Integrated cybersecurity refers to the alignment of security mechanisms with
the core architecture of enterprise systems, enabling continuous monitoring, threat
detection, and policy enforcement without disrupting business operations (Haddad &
Binder, 2019; Roksana, 2023). The shift towards integration has been facilitated by
advances in arfificial intelligence (Al) and machine learning (ML), which enhance
anomaly detection and predictive analytics in identifying potential threats (Haddad
& Binder, 2019; Islkam et al., 2018; Shahan et al., 2023). For instance, behavioral
analytics tools can monitor user activity across EIS platforms and trigger alerts for
deviations from established patterns (Frank et al., 2019; Tonoy & Khan, 2023).
Moreover, integrated security frameworks such as Zero Trust Architecture (ZTA) have
gained traction in enterprise settings, focusing on identity verification, micro-
segmentation, and least privilege access to minimize breach impact (Al-Arafat, Kabi,
et al., 2024; Frank et al., 2019; Gordon et al., 2015). These models challenge the
assumption of internal network trust, which has historically led to blind spots in
cybersecurity strategy (Al-Arafat, Kabir, et al., 2024; Snyder et al., 2015). Additionally,
enterprise-wide adoption of Identity and Access Management (IAM) and encryption
standards such as TLS/SSL have become integral components of secure infrastructure.
Studies have shown that companies with integrated cybersecurity frameworks report
lower incident response times and reduced data breach costs compared to those
relying on fragmented security solutions (Alam et al., 2024; Shaikh & Siponen, 2023).
Furthermore, compliance requirements under HIPAA, CCPA, and the General Data
Protection Regulation (GDPR) increasingly demand systemic, rather than piecemeal,
approaches to data protection (Alam et al., 2024; Shaikh & Siponen, 2023). Integrated
cybersecurity thus represents a strategic evolution in enterprise defense—embedding
security within the very fabric of digital business operations.

Integrating cybersecurity into enterprise information systems introduces a unique set
of interdisciplinary challenges that span technical, organizational, and human
dimensions (Ammar et al., 2024). Unlike isolated security implementations that focus
solely on firewalls or encryption, embedded security requires cross-functional
collaboration between IT teams, business process owners, compliance officers, and
executive leadership (Bhowmick & Shipu, 2024; Walton et al., 2020). This integration is
often hindered by misalignment between security protocols and business objectives,
where cybersecurity is viewed as a cost center rather than a strategic enabler
(Bhuiyan et al., 2024; Lee, 2020). Studies have shown that enterprises struggle to
incorporate cybersecurity considerations into system development lifecycles (SDLC),
resulting in vulnerabilities that are only addressed after deployment (Dasgupta &
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Islam, 2024; Wu & Irwin, 2016). Moreover, the lack of standardized meftrics to assess
cybersecurity maturity within EIS creates inconsistencies in how risks are prioritized and
mitigated (Dey et al., 2024; Ibrahim et al., 2020). The challenge is compounded by the
rapid evolution of threat landscapes, where static controls may become obsolete
within months (Brody et al., 2018; Hasan et al., 2024). Human factors continue to be a
dominant concern, as employee negligence and poor password hygiene remain
among the top causes of enterprise data breaches (Haddad & Binder, 2019; Helal,
2024). Despite ongoing training initiatives, organizations face resistance to behavioral
change, especially when security practices are perceived to impede productivity
(Frank et al., 2019; Hossain et al., 2024). Additionally, implementing advanced tools
like Al-based detection or ZTA requires significant investment and specialized skillsets,
which are often lacking in mid-sized organizations (Haddad & Binder, 2019; Hossain et
al., 2024). These interdisciplinary barriers highlight the need for enterprise-wide security
governance models that embed cybersecurity into organizational culture, process
design, and executive accountability structures (Haddad & Binder, 2019; Islam, 2024;
Romanosky, 2016).

Threat Vectors and Attack Surfaces in U.S. Enterprises

Cyberattacks targeting Enterprise Information Systems (EIS) in the U.S. have grown in
complexity, scope, and impact, exposing sensitive business data and disrupting
critical operations. Among the most prevalent attack vectors are phishing, malware,
ransomware, and advanced persistent threats (APTs). Phishing attacks, typically
leveraging deceptive emails to gain user credentials or install malicious payloads, are
responsible for over 90% of successful breaches in enterprise environments (Frank et
al., 2019; Gordon et al., 2015; Islam et al., 2024). Fielder et al. (2016) emphasize that
employee awareness and training are critical in mitigating phishing risks, yet many
organizations underestimate their significance. Malware, including Trojans and
spyware, remains a persistent threat to enterprise networks, exploiting outdated
software and unpatched vulnerabilities (Cavusoglu et al., 2008; Fielder et al., 2016).
Ransomware attacks, which encrypt critical files and demand payment for
decryption keys, have surged in recent years, crippling public and private institutions
alike (Da Veiga et al., 2020; Islam, 2024). APTs represent a more sophisticated class of
threat, characterized by stealthy and prolonged infiltration designed to exfiltrate
valuable information without detection (Jahan, 2024; Kamra et al., 2007). These
threats often utilize zero-day vulnerabilities, privilege escalation, and lateral
movement to compromise multiple systems within the enterprise (Fang et al., 2012; Jim
et al., 2024; Kamra et al., 2007). The interconnected nature of modern EIS platforms,
especially in cloud-based and hybrid deployments, further complicates threat
detection and containment (Alsowail & Al-Shehari, 2020; Khan & Aleem Al Razee,
2024). Moreover, social engineering attacks increasingly exploit trust-based
relationships within enterprises to bypass technical controls (Cheng et al., 2017;
Mahabub, Das, et al.,, 2024). Collectively, these studies illustrate that no single
technical defense is sufficient; instead, a multi-layered cybersecurity framework that
includes real-fime monitoring, behavior analytics, and user training is essential for
safeguarding enterprise systems from diverse attack vectors.

Enterprise Resource Planning (ERP), Customer Relationship Management (CRM), and
Supply Chain Management (SCM) platforms represent the backbone of modern
enterprises, yet they harbor substantial vulnerabilities that cyber attackers frequently
exploit. ERP systems, due to their extensive integration across business functions, are
parficularly attractive targets. Researchers note that many ERP applications,
especially older ones, lack robust access control and are often not patched regularly
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due to operational complexity (Magklaras & Furnell, 2001; Mahabub, Jahan, Hasan,
et al., 2024). These systems are commonly exposed to threats such as SQL injection,
session hijacking, and privilege escalation (Mahabub, Jahan, Islam, et al., 2024; Shu
et al., 2016). CRM systems, which store sensitive customer data, are often vulnerable
to APl-level attacks, insecure data transmission, and authentication flaws (Islkam et al.,
2024; Wangen et al., 2017). Moreover, improper role-based access in CRM
applications can result in unauthorized data access and exfiltration (Hossain et al.,
2024; Subramanian & Kumar, 2016). SCM platforms are no less susceptible. Given their
dependence on third-party suppliers, these systems face inherent risks from vendor-
side vulnerabilities and lack of end-to-end encryption (Ahmad et al., 2019; Younus et
al., 2024). Cloud-hosted ERP and CRM platforms have infroduced new challenges,
including misconfigured cloud instances, inadequate identity access management
(IAM), and insufficient data residency controls (Borrett et al., 2014; Younus et al., 2024).
Researchers also identify that many vulnerabilities arise from the difficulty in securing
legacy systems when integrated with modern cloud and mobile technologies
(Alotaibi et al., 2016; Nahid et al., 2024). Notably, security audits across enterprise
software environments often reveal inconsistent patch management and limited
logging mechanisms, which delay threat detection and response (Rahaman et al.,
2024; Westland, 2020). These insights point to the critical importance of regular
vulnerability assessments, role-specific security policies, and secure development
practices in safeguarding ERP, CRM, and SCM platforms from compromise.
Figure 4: Attack Surface vs. Altack Vector

Attack Surface Attack Vector

All the entry points in an IT architecture that attackers can bypass Method by which an attacker accesses or
and get unauthorized access infiltrates an attack surface

Can be phishing, compromised credentials,
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The SolarWinds attack represents one of the most impactful cyber incidents in U.S.
enterprise history, revealing the vulnerabilities infroduced through third-party software
dependencies. In 2020, attackers, believed to be state-sponsored, compromised
SolarWinds' Orion platform, which was widely used across federal agencies and
Fortune 500 companies (Roksana et al., 2024; Wangen et al., 2017). By inserting
malicious code into software updates—a tactic known as a supply chain attack—the
attackers created a covert backdoor, dubbed “SUNBURST,” which enabled long-
term, unauthorized access to sensitive systems (Fang et al., 2012; Roy et al., 2024).
(Montasari et al., 2018) confirmed that the breach remained undetected for months,
allowing the attackers to exfiltrate data and conduct reconnaissance with minimal
resistance. (Algarni et al., 2021) argue that the attack highlighted the dangers of
implicit trust in enterprise networks and the limitations of perimeter-based security
models. The breach also revealed deficiencies in endpoint detection, privileged
access management, and logging mechanisms (Roshanaei, 2021). Although
SolarWinds had certifications in several compliance frameworks, the attack exposed
gaps between regulatory compliance and actual security resilience (Bertino, 2016;
Sabid & Kamrul, 2024). The incident prompted urgent calls for Zero Trust Architecture
(ZTA) adoption, which emphasizes continuous verification and segmentation rather
than implicit trust (Ogoniji et al., 2020; Sharif et al., 2024). Subsequent studies stress the
need for real-time threat intelligence sharing, secure software development lifecycle
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(SSDLC) practices, and fighter controls on software supply chains (Chaudhuri &
Holbrook, 2001; Shofiullah et al., 2024). The SolarWinds case underscores how deeply
embedded vulnerabilities in enterprise software pipelines can be exploited,
emphasizing the importance of proactive, integrated cybersecurity frameworks in EIS
environments.

Technical Safeguards in EIS: Tools, Protocols, and System Hardening

Firewalls and Intrusion Detection and Prevention Systems (IDPS) are foundational
components in the technical security infrastructure of Enterprise Information Systems
(EIS). Firewalls serve as perimeter defense tools that filterincoming and outgoing traffic
based on predefined security rules (Schmidhuber, 2014; Shohel et al., 2024). They are
typically used to enforce boundary protection policies that segregate trusted internal
networks from untrusted external entities, including the internet. Traditional packet-
filtering firewalls have evolved into Next-Generation Firewalls (NGFWs), which
incorporate application-level inspection and intrusion prevention capabilities (Jones
& Horowitz, 2012; Sunny, 2024c). Complementing firewalls, IDPS monitor network or
system activities for malicious actions and policy violations. Intrusion Detection Systems
(IDS) are primarily passive and generate alerts based on suspicious traffic, while
Intrusion Prevention Systems (IPS) actively block harmful traffic (Alzoubi et al., 2021;
Sunny, 2024a). Wang et al. (2015) emphasize the importance of deploying IDPS at
both the network and host levels to detect lateral movement within enterprise
environments. These systems often leverage signature-based detection, anomaly
detection, or a hybrid model to identify known and unknown threats (Soomro et al.,
2016; Sunny, 2024b). While effective, these tools must be continually updated and
fine-tuned to minimize false positives and ensure timely detection of sophisticated
threats (Siponen & Willison, 2009; Shipu et al., 2024). Researchers have also highlighted
the integration of firewalls and IDPS with Security Information and Event Management
(SIEM) systems to cenftralize threat analysis and improve incident response (Hui et al.,
2012). The deployment of such layered defense mechanisms within EIS is critical to
mitigating vulnerabilities associated with unauthorized access, denial-of-service
aftacks, and malware infiltration, thereby preserving the confidentiality, integrity, and
availability of enterprise data.

End-to-end encryption and multi-factor authentication (MFA) represent essential tools
for securing communication and access control within enterprise information systems
(EIS). Encryption involves converting readable data into an unreadable format using
cryptographic keys, thereby ensuring data confidentiality during storage and
transmission (Pelfier, 2016; Stahl et al., 2011). End-to-end encryption (E2EE), in
partficular, guarantees that only authorized parties can decrypt and access the
information, mitigating risks from man-in-the-middle attacks, interception, or
eavesdropping (Knapp et al., 2009; Steinbart et al., 2013). Studies show that encrypted
data is significantly less likely to be compromised in a breach. Protocols such as
Transport Layer Security (TLS), Secure Shell (SSH), and Pretty Good Privacy (PGP) are
widely adopted in enterprise settings to secure emails, databases, and
communication channels. However, encryption is not a standalone solution and must
be complemented by robust authentication mechanisms. MFA adds a layer of
security by requiring users to provide multiple credentials—typically something they
know (password), something they have (token), or something they are (biometric
verification) (Shaikh & Siponen, 2023).
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compliance frameworks such as HIPAA, CCPA, and the NIST Cybersecurity Framework
(Alshammari et al., 2021), reinforcing their centrality in enterprise cybersecurity
strategies.
Artificial Intelligence (Al) and Machine Learning (ML) are increasingly being deployed
to strengthen anomaly detection mechanisms in enterprise information systems (EIS),
offering real-tfime threat intelligence and predictive capabilities beyond the scope of
traditional security tools. Anomaly detection using ML involves identifying deviations
from established patterns of network behavior, user activity, or system performance,
which could indicate a potential security incident (Haapamdéki & Sihvonen, 2019).
Supervised, unsupervised, and reinforcement learning models are applied in
cybersecurity to detect novel attacks, including zero-day exploits, by continuously
learning from historical and real-time data (Bodin et al., 2018). Al-driven Security
Information and Event Management (SIEM) systems have shown effectiveness in
reducing the volume of false positives and accelerating incident response times (Tissir
et al., 2020). Behavioral analytics platforms, which monitor user actions to establish
baselines, can detect insider threats or compromised accounts when anomalous
activities—such as data downloads outside business hours or unusual access
requests—occur (Hatcher et al., 2020). Additionally, Al supports automation in log
analysis, malware classification, and threat correlation, significantly reducing the
burden on cybersecurity teams (Nolan et al., 2019). However, Haapamd&ki and
Sihvonen, (2019) caution that Al systems themselves can be vulnerable to adversarial
aftacks, data poisoning, and algorithmic bias, which may compromise their reliability.
Studies also emphasize the need for explainable Al (XAl) in cybersecurity to improve
transparency and trust among enterprise stakeholders (Li et al., 2018). While
implementation requires substantial investment and skilled personnel, Al and ML are
being rapidly adopted across industries due to their capacity for scalable, adaptive,
and autonomous threat detection in complex EIS environments (Da Veiga et al.,
2020).
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System hardening, involving the reduction of potential vulnerabilities in sofftware and
hardware configurations, is a crucial aspect of safeguarding Enterprise Information
Systems (EIS) against cyber threats. This process includes disabling unnecessary
services, closing unused ports, removing default accounts, and applying patches to
known vulnerabilities (Tamburri, 2020). System hardening is often part of a broader
Defense-in-Depth strategy, which employs multiple layers of controls to delay or
mitigate threats even if one layer is compromised (Kamra et al.,, 2007). Studies
demonstrate that organizations implementing hardening measures and layered
defenses experience fewer successful breaches and shorter incident resolution times
(Alneyadi et al., 2015). Hardening guidelines provided by institutions like the Center for
Internet Security (CIS) and NIST offer step-by-step security baselines tailored to
different operating systems and enterprise software (Baykara & Gurel, 2018).
Additionally, virtualization-based security techniques such as sandboxing and
containerization isolate applications and limit the spread of malware within enterprise
environments (Doyle et al., 2007). Endpoint Detection and Response (EDR) solutions
complement hardening by continuously monitoring endpoints for suspicious activity
and enabling rapid remediation (Alshaikh, 2020). However, despite the availability of
best practices, research indicates that many enterprises fall short in maintaining
hardened configurations due to resource limitations and misaligned priorities (Duez &
Bellanova, 2012). Furthermore, a lack of configuration management automation
leads to security drift, where hardened systems gradually revert to insecure states
(Dahlen & Lange, 2006). Overall, system hardening and Defense-in-Depth
approaches remain indispensable in protecting EIS by minimizing the attack surface,
reinforcing access controls, and enabling proactive threat containment.
Organizational Cybersecurity Culture and Employee Behavior

Cybersecurity training and awareness programs are fundamental components of an
effective organizational defense strategy, as human behavior remains a key
vulnerability in enterprise information systems (EIS). Numerous studies have established
that employee negligence, lack of knowledge, and non-compliance with security
policies are among the leading causes of data breaches (Yar, 2005). Training
programs aimed at improving user awareness can significantly reduce the risk of
successful phishing attacks, malware execution, and data exfiltration (Hamzah et al.,
2019; Montasari et al.,, 2018). Effective programs focus not only on technical
instructions but also on behavioral change, emphasizing threat recognition, password
hygiene, secure data handling, and response protocols (Borky & Bradley, 2018; Herath
& Herath, 2018). Algarni et al. (2021) argue that awareness campaigns must be
iterative and contextualized, rather than one-time interventions, to ensure knowledge
retention and adaptive behavior. Furthermore, interactive and gamified training
methods have shown higher engagement and knowledge retention than traditional
lecture-based approaches. Security behavior reinforcement techniques, such as
simulated phishing exercises and immediate feedback, have also proven effective
(Algarni et al., 2021; Benaroch, 2018). Despite the proven benefits, research highlights
that many organizations underinvest in fraining due to budget constraints or
underestimation of its strategic importance (Roshanaei, 2021). Additionally, disparities
in security literacy across departments and roles present challenges in achieving a
consistent cybersecurity culture (SUzen, 2020). Thus, developing a security-conscious
workforce through ongoing, targeted training is essential for reducing preventable
security incidents and cultivating shared responsibility for enterprise cybersecurity.
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breaches, with studies attributing up to 80% of incidents to internal mistakes. These risks
are amplified in hybrid work environments where home networks and personal
devices lack enterprise-grade protections. Social engineering tactics—such as
phishing, baiting, and pretexting—rely on psychological manipulation to deceive
users into divulging confidential information or granting unauthorized access (Buczak
& Guven, 2016). These attacks exploit frust and cognitive biases, making even
technically proficient users vulnerable. Research highlights that social engineering
aftacks often succeed due to insufficient training and poor incident reporting culture,
where employees hesitate to report suspicious activities for fear of embarrassment or
reprisal (Bertino, 2016). While technological solutions such as Data Loss Prevention
(DLP) and User Behavior Analytics (UBA) can mitigate insider risks, they must be
supplemented by human-centric strategies like background checks, behavioral
monitoring, and ethics training (Jones & Horowitz, 2012). A comprehensive
understanding of insider and social engineering threats necessitates a balance
between surveillance, employee empowerment, and privacy considerations to
maintain organizational trust and security.

Regulatory Compliance and Legal Frameworks

The regulatory landscape in the United States is characterized by sector-specific
cybersecurity legislation aimed at safeguarding sensitive personal and organizational
data. Among the most notable frameworks are the Health Insurance Portability and
Accountability Act (HIPAA), the California Consumer Privacy Act (CCPA), the Gramm-
Leach-Bliley Act (GLBA), and the Federal Information Security Management Act
(FISMA). HIPAA, enacted in 1996, mandates data privacy and security protections for
health information, requiring covered entities to implement administrative, physical,
and technical safeguards (Tsesis, 2019). The Security Rule under HIPAA further compels
healthcare organizations to conduct risk assessments, maintain audit controls, and
ensure access confrol mechanisms for electronic protected health information (EPHI)
(Casagran, 2016). In the financial sector, GLBA requires institutions to explain their
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data-sharing practices and protect customer data through robust cybersecurity
programs (Kwon & Johnson, 2013). Institutions must implement safeguards for
customer records and evaluate risk through regular audits and security testing
(Herrera et al.,, 2017). Meanwhile, CCPA—effective from 2020—grants California
residents unprecedented rights over their personal data, including the right to access,
delete, and opt out of data selling (Thapa & Camtepe, 2020). It imposes obligations
on businesses to maintain “reasonable” security procedures, leaving room for
interpretation and enforcement variability (Kwon & Johnson, 2014). FISMA, enacted
in 2002 and later updated under the Federal Information Security Modernization Act,
requires federal agencies to implement information security programs and report to
the Office of Management and Budget (OMB) on compliance and incidents (Thapa
& Camtepe, 2020). These regulatory frameworks collectively reflect a fragmented but
evolving approach to cybersecurity regulation in the U.S., prompting enterprises to
align their cybersecurity programs with multiple overlapping legal mandates to
reduce breach risk and legal liability.

Figure 7: Health Insurance Portability and Accountability Act (HIPAA)
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The coexistence of federal and state-level cybersecurity regulations in the United
States infroduces both opportunities and complexities in data protection
governance. At the federal level, statutes such as HIPAA, GLBA, and FISMA provide
industry-specific guidance but lack a comprehensive, cross-sector cybersecurity law
that addresses general consumer data protection (Kwon & Johnson, 2014). This
regulatory gap has led individual states—most notably California, New York, and
Virginio—to enact their own data protection laws. The California Consumer Privacy
Act (CCPA) and its successor, the California Privacy Rights Act (CPRA), are among
the most comprehensive, offering consumers the right to control their personal data
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and imposing disclosure, consent, and breach nofification requirements on businesses
(Thapa & Camtepe, 2020). Similarly, New York's SHIELD Act mandates reasonable
safeguards for businesses handling private information, requiring risk assessments and
vendor management protocols (Herrera et al., 2017; Kwon & Johnson, 2014). While
these laws promote consumer data protection, they also create compliance
challenges for enterprises operating across multiple states, as requirements can vary
significantly by jurisdiction (Thapa & Camtepe, 2020). Forinstance, some states require
notification within a specific timeframe after a breach, while others define personal
data and applicable thresholds differently (Herrera et al., 2017). These inconsistencies
increase administrative burden, risk of non-compliance, and legal exposure,
partficularly for large organizations with national footprints (Kwon & Johnson, 2013).
Scholars argue that the patchwork regulatory approach results in uneven
enforcement and gaps in protection, making the case for a unified federal privacy
low (Casagran, 2016). Nonetheless, state-level mandates often set higher standards
than federal laws and serve as testing grounds forinnovative privacy models that may
later be adopted at the national level.

In the absence of a universal federal cybersecurity framework, many U.S. enterprises
adoptinternationally recognized standards such as the NIST Cybersecurity Framework
(CSF), ISO/IEC 27001, and COBIT to establish, assess, and improve their security
postures. The NIST CSF, developed by the National Institute of Standards and
Technology, is widely utilized in both public and private sectors for organizing
cybersecurity activities into five key functions: identify, protect, detect, respond, and
recover (Kumar et al., 2018). The framework is adaptable and aligns with other
standards, making it effective for risk-based cybersecurity program implementation
(Islam et al., 2018). ISO/IEC 27001, developed by the International Organization for
Standardization, provides a certfifiable information security management system
(ISMS) based on continuous improvement and risk assessment (Granja et al., 2018).
Studies indicate that enterprises certified under ISO/IEC 27001 experience lower rates
of data breaches and improved stakeholder frust (Shu et al., 2016). COBIT (Conftrol
Objectives for Information and Related Technologies), developed by ISACA, offers a
governance framework focused on aligning IT processes with enterprise goals and
regulatory compliance (Vasarhelyi, 2012). It provides detailed control objectives and
performance metrics that guide IT governance and cybersecurity investment
decisions (Tinoco & Wilson, 2013). These international standards are often used in
tandem, allowing organizations to benchmark their cybersecurity maturity and
demonstrate due diligence during audits and regulatory reviews (Li et al., 2010). While
these frameworks are voluntary, their adoption reflects industry best practices and is
often cited in legal contexts to determine whetherreasonable security measures were
in place (Fu et al., 2012). Their relevance continues to grow as cross-border data flows
increase and regulators demand more rigorous data protection protocols in global
supply chains.

Regulatory compliance in enterprise cybersecurity not only involves understanding
legal requirements but also implementing continuous internal processes for audit
readiness and enforcement. Compliance enforcement mechanisms vary depending
on the regulatory body and the specific law, ranging from monetary penalties and
injunctions to mandated corrective action plans (Chai et al., 2011). For example, the
U.S. Department of Health and Human Services (HHS) enforces HIPAA violations
through its Office for Civil Rights (OCR), which has imposed fines exceeding millions of
dollars for failure to implement adequate safeguards (Alzoubi et al., 2020). Similarly,
the California Attorney General enforces CCPA, holding companies accountable for
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failing to protect consumer data and respond to access requests (Alzoubi et al., 2021).
However, compliance is not synonymous with security. Studies reveal that many
organizations focus on meeting minimum regulatory requirements rather than
adopting a proactive, risk-based security model (Knight & Nurse, 2020). Challenges
include limited resources, unclear responsibilities, rapid regulatory changes, and lack
of executive engagement (Wangen et al., 2017). Audit readiness, therefore, requires
comprehensive documentation, cenftralized logging, policy standardization, and
frequent internal audits aligned with regulatory controls (Brush et al., 2000). Tools such
as Governance, Risk, and Compliance (GRC) platforms aid in automating
compliance tracking and generating real-time dashboards to identify gaps (Chai et
al., 2011). Organizational alignment—where legal, IT, risk, and compliance teams
collaborate—is critical to translating regulations into actionable cybersecurity
measures (Alzoubi et al.,, 2021). Ultimately, sustaining compliance depends on
embedding it into enterprise culture and treating cybersecurity not as a one-tfime
obligation but as a continuous operational discipline.

Risk Management and Incident Response in Enterprise Settings

Cybersecurity risk assessment is a foundational component of enterprise information
security management, providing organizations with structured methods to identify,
evaluate, and mitigate potential threats. Various frameworks have been developed
to guide this process, including NIST SP 800-30, ISO/IEC 27005, and OCTAVE
(Operationally Critical Threat, Asset, and Vulnerability Evaluation) (Couce-Vieira et al.,
2020). These methodologies enable enterprises to systematically assess asset
vulnerabilities, threat likelihoods, and the potential business impact of security
incidents (Vincent et al., 2018). NIST's risk assessment process, in particular, emphasizes
a cyclical approach involving risk identification, analysis, evaluation, response, and
monitoring (Alahmari & Duncan, 2020).ISO/IEC 27005 complements the ISO 27001
framework by offering specific guidance for implementing a risk-based information
security management system (ISMS), prioritizing asset valuation and risk tfreatment
planning (Cavusoglu et al., 2008). These frameworks often employ both qualitative
and quantitative tools, such as risk matrices, impact/probability assessments, and
monetary loss estimations (Smith et al., 2018). While qualitative methods are easier to
implement, quantitative models such as Factor Analysis of Information Risk (FAIR)
provide more objective financial impact projections (Feng & Wang, 2018). However,
research shows that many organizations either conduct risk assessments infrequently
or use informal, ad-hoc processes, limiting their ability to proactively manage threats
(Bojanc & Jerman-Blaic¢, 2008). Additionally, failure to update assessments in response
to emerging threats or infrastructure changes weakens their relevance (Islam et al.,
2018). Effective cybersecurity risk assessments require cross-functional collaboration,
real-time data integration, and alignment with business objectives to drive
prioritization of controls and resource allocation.
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Figure 8: Five Steps of Risk Management Process
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Incident response (IR), disaster recovery (DR), and business continuity planning (BCP)
are interdependent components of enterprise cybersecurity strategies that aim to
ensure rapid detection, containment, and recovery from cyber incidents. The
National Institute of Standards and Technology (NIST) outlines a lifecycle approach to
incident response, including preparation, detection and analysis, containment,
eradication, and post-incident recovery (Wangen et al., 2017). An effective IR plan
involves not only technical procedures but also designated roles, communication
protocols, and escalation paths for various incident types (Frank et al., 2019). Disaster
recovery planning focuses on restoring IT systems, data, and operations after a cyber
disruption, whereas BCP ensures the continuity of critical business functions under
adverse conditions (Hovav & D'Arcy, 2003). Studies show that organizations with
documented and tested IR and DR plans recover more quickly from ransomware
attacks, system outages, and data breaches (Sun et al., 2006). A mature incident
response capability includes runbooks, playbooks, forensics, and root cause analysis
to inform future defenses (Wang et al., 2015). In practice, however, many enterprises
lack comprehensive or regularly tested plans, exposing them to prolonged downtimes
and regulatory penalties (Lee, 2020). The integration of DR and BCP into enterprise risk
management (ERM) frameworks allows organizations to maintain operations under
cyber duress and improve stakeholder trust (Zhao et al., 2013). Furthermore,
automated backup systems, geographic redundancy, and cloud-based failover
solutions are increasingly being adopted as part of modern DR strategies (Pearson &
Yee, 2013). Successful IR, DR, and BCP planning relies not only on technology but also
on cross-departmental collaboration, clear governance structures, and continual
training exercises.
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The absence of a structured incident response plan
significantly increases the cost, duration, and impact of
cybersecurity breaches within enterprise environments.
According to Borky and Bradley (2018), organizations
without incident response teams and testing protocolsincur
an average of $2.66 million more in breach costs and take
54 days longer to identify and contain threats compared to
those with mature incident response practices. The delay in
containment allows adversaries to escalate privileges,
access sensitive data, and disrupt operations across
multiple systems (Smith et al., 2018). In conftrast, firms that
employ proactive measures such as Security Information
and Event Management (SIEM) systems, endpoint
detection and response (EDR), and forensics capabillities
experience shorter breach lifecycles and reduced
recovery costs (Feng & Wang, 2018). Financial institutions,
healthcare providers, and energy companies—due to the
critical nature of their services—suffer the highest losses
when breaches are prolonged or undetected (Bojanc &
Jerman-Blai¢, 2008). Additionally, breach incidents often
result in reputational damage, customer churn, legal
settlements, and regulatory fines, compounding the total
cost to the enterprise (Wangen et al., 2017). Frank et al.
(2019) show that a well-documented and frequently
rehearsed IR plan can reduce breach response fime by up
to 40%, while also improving communication and
coordination during crises. Firms with cybersecurity
insurance are often required to demonstrate response
readiness, including documented plans and incident logs,
as part of coverage requirements (Bojanc & Jerman-Blaic,
2008). Consequently, the financial and operational cost of
not having an incident response plan extends beyond
immediate damages to long-term resilience and trust
among stakeholders and regulators.

Cloud Computing and Third-Party Integration Risks

Cloud computing has transformed enterprise infrastructure
by providing scalable, on-demand computing resources
through service models such as Infrastructure-as-a-Service
(laaS), Platform-as-a-Service (PaaS), and Software-as-a-
Service (SaaS). While these models offer operational
flexibility, each infroduces distinct security challenges. laas
allows organizations to manage applications and data
while the provider handles the underlying infrastructure.
However, customers are responsible for securing virtual
machines, data, and access controls, leading to risks such
as misconfiguration and unauthorized access (Zissis &
Lekkas, 2012). PaaS platforms abstract infrastructure
management further, but vulnerabilities in  runtime
environments or insecure APIs can expose applications to
aftacks (Schmidt et al., 2016). SaaS models provide the
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highest level of abstraction, but organizations often have limited visibility and control
over data security, making them dependent on the provider’s controls (Mthunzi et al.,
2020). Shared responsibility models across these services create confusion, often
leading to gaps in accountability (August et al., 2014). Studies indicate that over 70%
of cloud-related breaches are due to customer-side misconfigurations rather than
provider failures (Tissir et al., 2020). Moreover, the use of cloud-native features such as
container orchestration, auto-scaling, and serverless computing adds additional
complexity to security monitoring (Lynda et al., 2015). Encryption, identity access
management (IAM), and robust key management are critical across all models, yet
are inconsistently implemented (Yang et al., 2020). Researchers recommend
adopting cloud security posture management (CSPM) tools and aligning deployment
strategies with established frameworks like CIS Benchmarks and NIST SP 800-144 to
mitigate these risks (Alkhalaileh et al., 2020). Understanding the nuanced security
implications of each cloud model is essential for establishing strong enterprise security
governance.
Figure 10: Cloud Computing and Third-Party Integration Risks
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Regulations like GDFR, HIPAA, and CCPA require strict control over where data is stored and accessed. Enterprises must classify data, apply geclocation
contrals, and monitor CSP certifications.

Shared Responsibility Model

Security cbligations are split between cloud providers and customers. Misunderstanding roles leads to breaches. Data security, access confrol, and
encryption remain customer responsibilities.

Third-party vendors infroduce significant cybersecurity risks to enterprises, especially in

cloud-based ecosystems where external service providers have access to critical

infrastructure and sensitive data. Vendor risk management (VRM) involves assessing,

monitoring, and mitigating risks that arise from outsourcing functions to external

entities, including cloud service providers (Kumar et al., 2018). High-profile breaches

like SolarWinds and Target have demonstrated how vulnerabilities in third-party
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systems can cascade into enterprise networks (Talib & Alomary, 2016). Effective VRM
programs require systematic evaluation of vendors' security conftrols, data handling
procedures, and incident response capabilities (Auxilia & Raja, 2016). Compliance
audits are a crucial part of this process, where organizations verify that vendors
adhere to standards such as SOC 2, ISO/IEC 27001, NIST CSF, and GDPR. Risk-based
segmentation of vendors by criticality and data exposure level helps enterprises tailor
monitoring efforts and remediation protocols (Li et al., 2016; Somani et al., 2010). Third-
party security questionnaires, site visits, and contfractual clauses mandating security
benchmarks are standard practices (Mthunzi et al., 2020; Schmidt et al., 2016).
However, research shows that many enterprises rely on static, one-time assessments
that fail fo capture evolving threats (Kumar et al., 2018). The dynamic nature of vendor
ecosystems, particularly in multi-cloud environments, further complicates continuous

oversight (Auxilia & Raja, 2016).
Figure 11: Third-Party & Multi-Cloud Security Risks

Third-Party Vendor Risk Management Hybrid and Multi-Cloud Security Risks

+ Vendors may introduce security gaps through access to sensitive systems + Complexity in managing policies across AWS, Azure, and GCP
< Breaches like SclarWinds show cascading vulnerabilities < Tool fragmentation and platform incompatibility hinder security
¥ Requires audits aligned with SOC 2, ISO 27001, NIST CSF, GDPR ¥ Misconfiguration is the top cause of cloud data breaches

¥ Segment vendors by risk and criticality ¥ Lack of unified monitoring reduces visibility

¥ Use guestionnaires, site visits, and security clauses in contracts ¥ Adopt CASBs, CSPM, SIEM platforms for centralized control

¥ Move from static to real-time VRM platforms with threat feeds V' Use frameworks like Cloud Controls Matrix and NIST hybrid CSF
+ CCPA and GDPR make enterprises liable for third-party failures + Requires skilled teams, collaboration, and strategic alignment

Automated VRM platforms, supported by threat intelligence feeds and continuous
conftrol validation, are recommended for maintaining real-time visibility (Somani et al.,
2010). Regulatory mandates such as the California Consumer Privacy Act (CCPA) and
the European Union's GDPR reinforce the importance of holding vendors
accountable, as liability may extend to the contracting organization (Kumar et al.,
2018). Ensuring end-to-end security requires integrated governance that spans both
internal systems and third-party partnerships.

The increasing adoption of hybrid and multi-cloud architectures poses significant
security challenges for enterprise IT teams. Hybrid environments, combining on-
premise infrastructure with public and private clouds, and multi-cloud deployments
utilizing services from multiple vendors (e.g., AWS, Azure, Google Cloud), infroduce
complexity in enforcing consistent security policies across heterogeneous platforms
(Alkhalaileh et al., 2020). Managing access control, encryption standards, and data
flow visibility becomes more difficult as data and workloads move dynamically across
environments (Li et al., 2016). Research indicates that 76% of organizations report
difficulty in managing security across hybrid or multi-cloud ecosystems due to tool
fragmentation, siloed management consoles, and lack of interoperability (Hyun et al.,
2018). Inconsistent configurations and lack of centralized governance increase the
likelihood of misconfigured cloud assets, a leading cause of data breaches (Rebollo
et al., 2014). Furthermore, the absence of unified logging and monitoring capabilities
hinders timely threat detection and response. Vendors may offer proprietary security
tools, but these are often incompatible across platforms, complicating integration
efforts (AF-Ahmad et al., 2021). Experts recommend adopting cloud-native security
solutions, such as Cloud Access Security Brokers (CASBs), Cloud Security Posture
Management (CSPM), and centralized SIEM platforms to address visibility and control
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gaps (Pearson & Yee, 2013). Governance frameworks such as the Cloud Controls
Matrix (CCM) and hybrid extensions of the NIST CSF provide guidelines for managing
cloud risk holistically (Pearson, 2012). However, successful implementation depends
on skilled personnel, cross-team collaboration, and strategic alignment between
cloud architecture and cybersecurity objectives.

Data sovereignty and compliance obligations infroduce additional challenges in
cloud computing, particularly in multi-jurisdictional enterprise environments. Data
sovereignty refers to the legal requirement that data is subject to the laws and
regulations of the country where it is physically stored (King & Raja, 2012). Cloud
providers often replicate and store data across global data centers for redundancy
and performance, raising concerns about unauthorized access, surveillance, and
regulatory breaches (Subashini & Kavitha, 2011). Compliance with frameworks such
as HIPAA, CCPA, GDPR, and FISMA becomes difficult when data traverses borders
without adequate controls or disclosure mechanisms (Sun, 2020). The shared
responsibility model—defining security roles between the cloud service provider (CSP)
and the customer—further complicates accountability (Tchernykh et al., 2019). While
CSPs secure infrastructure components, customers must secure applications, data,
and access permissions, yet studies show that many organizations misunderstand or
neglect these obligations (Sun, 2020). Misinterpretation of shared responsibilities has
led to breaches where enterprises incorrectly assumed that their data was protected
under CSP default settings (Subashini & Kavitha, 2011). To mitigate these risks,
enterprises are advised to perform regular audits, classify data based on sensitivity,
and enforce geolocation controls within cloud configurations (King & Raja, 2012).
Transparency reports and compliance certifications from CSPs such as ISO/IEC 27018
and SOC 2 help assess cloud provider readiness, but ultimate accountability still rests
with the data owner (Pearson, 2012). A combination of technical safeguards, legal
due diligence, and policy enforcement is necessary to navigate the intersecting issues
of data sovereignty, regulatory compliance, and cloud architecture governance in
enterprise settings.

Zero Trust Architecture and Access Control in Enterprise Systems

Zero Trust Architecture (ZTA) has emerged as a transformative framework in enterprise
cybersecurity, challenging the traditional assumption that systems and users inside the
network perimeter can be frusted by default. ZTA operates on the foundational
principle of “never trust, always verify,” ensuring that every access request is
confinuously authenticated, authorized, and encrypted regardless of the user's
location (Benaroch, 2018). Unlike perimeter-based models that rely heavily on firewalls
and network segmentation, ZTA focuses on enforcing least privilege access and
contextual verification at every point of interaction (King & Zeng, 2001). According to
the National Institute of Standards and Technology (NIST), ZTA encompasses key
components such as policy enforcement points (PEPs), policy decision points (PDPs),
and continuous risk assessment mechanisms  (Marcellus & Dada, 1991).
Implementation strategies vary, but commonly include micro-segmentation,
multifactor authentication (MFA), user behavior analytics, and device posture checks
(Wang et al., 2015). Organizations deploying ZTA often leverage cloud-native tools,
Secure Access Service Edge (SASE), and Software-Defined Perimeter (SDP)
frameworks to extend ZTA capabilities across distributed enterprise environments
(Muhammad & Kandil, 2021). However, implementation is complex and requires
reengineering legacy infrastructure, reconfiguring access policies, and fostering
organizational alignment (AIGhamdi et al., 2020). Despite these challenges, research
demonstrates that ZTA significantly reduces attack surfaces, mitigates lateral
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movement of threats, and improves breach detection time (Luminita, 2011). As hybrid
work models, remote access, and cloud adoption proliferate, ZTA provides a scalable,
risk-aware approach to modern enterprise security that emphasizes data-centric

protection and continuous trust validation.
Figure 12: Zero Trust Framework
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Cybersecurity Maturity Models and Enterprise Readiness

Cybersecurity maturity models serve as essential tools for evaluating an organization's
capacity to prevent, detect, respond to, and recover from cyber threats. Two widely
recognized frameworks are the Capability Maturity Model Integration (CMMI) and the
Cybersecurity Maturity Model Certification (CMMC). CMMI, developed by the
Software Engineering Institute (SEl), offers a five-level scale to assess process maturity
across various domains, including risk management and incident response (lbrahim
et al., 2020). Although originally designed for software development, CMMI has been
adapted for cybersecurity assessments, helping organizations move from ad-hoc
security processes to optimized, continuously improving practices (Dutta &
McCrohan, 2002). CMMC, infroduced by the U.S. Department of Defense (DoD), is
specifically designed to assess cybersecurity maturity within defense contractors,
offering five levels of compliance based on controls drawn from NIST SP 800-171 and
other standards (Zhao et al., 2013). Unlike self-assessment models, CMMC requires
third-party audits, making it a more stringent benchmark for cybersecurity readiness
(Herrera et al., 2017). Studies highlight that organizations adopting these frameworks
are better equipped to align cybersecurity activities with strategic business goals and
regulatory obligations (Yar, 2005). Bertino (2016) demonstrates that maturity models
foster consistency in security operations, especially in complex IT environments with
multiple stakeholders. Despite their benefits, implementation challenges include
resource constraints, resistance to process formalization, and limited awareness of
maturity model benefits (Borky & Bradley, 2018). However, the literature affirms that
using structured models like CMMI and CMMC improves visibility into cybersecurity
posture, facilitates better investment decisions, and enhances preparedness against
advanced threats.
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Figure 13: Cybersecurity Frameworks and Integration Strategies
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The integration of cybersecurity into IT governance and enterprise architecture is
increasingly viewed as essential fo achieving a mature and resilient security posture.
IT governance refers to the framework through which organizations align IT strategies
with business goals, manage risk, and ensure compliance (lannacone & Bridges,
2020). Embedding cybersecurity into this structure ensures that security considerations
are prioritized in strategic planning, resource allocation, and project execution
(Algarni et al., 2021). Enterprise architecture, on the other hand, provides a holistic
blueprint of organizational processes, information systems, and technological
infrastructure, enabling a structured approach to embedding security controls across
layers (Roshanaei, 2021). Frameworks such as COBIT (Control Objectives for
Information and Related Technologies) offer governance principles and performance
meftrics that help organizations integrate cybersecurity into enterprise risk
management (SUzen, 2020). Bertino (2016) underscores that integrated governance
improves accountability, reduces fragmentation of cybersecurity initiatives, and
supports agile responses to emerging threats. A lack of alignment between IT
governance and cybersecurity has been associated with delayed incident responses,
policy inconsistencies, and underutilization of threat inteligence (Ter, 2018).
Organizations with strong governance models typically exhibit better compliance
with industry standards such as ISO/IEC 27001, NIST CSF, and the CIS Controls (Jones &
Horowitz, 2012). The role of Chief Information Security Officers (CISOs) has become
centfral to this integration, serving as a bridge between technical teams and
executive leadership (Roshanaei, 2021). Literature also indicates that organizations
embedding security intfo architecture from the design phase—known as security-by-
design—experience fewer vulnerabilities and improved system resilience (SUzen,
2020). Thus, the integration of cybersecurity into IT governance and architecture
enhances strategic alignment and fosters an enterprise-wide culture of security.

Benchmarking cybersecurity readiness against industry standards provides enterprises
with measurable insights into their resilience, risk posture, and regulatory compliance.
Commonly adopted standards include the NIST Cybersecurity Framework (CSF),
ISO/IEC 27001, and CIS Critical Security Conftrols. These frameworks offer structured
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guidance on core functions such as identifying assets, protecting systems, detecting
incidents, responding to threats, and recovering operations (Hershey & Silio, 2012).
Organizations use benchmarking tools and self-assessments to compare their
cybersecurity maturity levels to peers and best practices, facilitating continuous
improvement (Zhao et al., 2013). Algarni et al. (2021) suggest that benchmarking
enhances visibility into strengths and weaknesses, improves audit readiness, and
informs strategic investment decisions. Meftrics such as Mean Time to Detect (MTTD),
Mean Time to Respond (MTTR), and percentage of assets with current patches are
commonly used to assess performance (Ter, 2018). However, literature warns against
over-reliance on checklist-based approaches that may foster a compliance-centric
rather than risk-centric mindset (Ulven & Wangen, 2021). Dynamic benchmarking,
supported by continuous monitoring and real-time threat intelligence, offers a more
accurate picture of enterprise readiness (Hamzah et al., 2019). Additionally, third-
party assessments and certification audits provide external validation of cybersecurity
posture, increasing stakeholder confidence and supporting competitive
differentiation in regulated industries (Jones & Horowitz, 2012). Despite challenges
such as varying standard interpretations and resource demands, benchmarking
remains a critical practice in aligning security capabilities with evolving threats and
industry expectations.

METHOD

This study followed the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) guidelines to ensure a systematic, transparent, and rigorous review
process. The method was designed to comprehensively identify, screen, and
synthesize peer-reviewed literature related to cybersecurity maturity, Zero Trust
Architecture (ZTA), risk management, and technical safeguards within enterprise
information systems. The review focused particularly on U.S. enterprise environments
while also integrating global standards and frameworks applicable to enterprise
cybersecurity practices.

Identification of Studies

The initial search was conducted across multiple academic databases including
Scopus, Web of Science, IEEE Xplore, Springerlink, ScienceDirect, and Google
Scholar. Search strings were developed using keywords and Boolean operators such
as “cybersecurity maturity models,” “Zero Trust Architecture,” “enterprise information
systems,” “identity and access management,” “incident response,” “cloud security,”
and “risk assessment frameworks.” The search strategy was applied to titles, abstracts,
and keywords, with the publication window limited from 2010 to 2024 to ensure both
foundational and current insights were captured. A total of 846 articles were initially
retrieved based on relevance to the research focus and the presence of full-text
access.

Screening and Eligibility

The 846 identified articles were then imported infto Mendeley for duplicate removal.
After removing 162 duplicates, a total of 684 unique records remained. Titles and
abstracts were screened for alignment with inclusion criteria, which required studies
to be peer-reviewed, published in English, and directly related to cybersecurity within
enterprise-level IT environments. This stage eliminated 419 records due toirrelevance,
editorial nature, or a non-enterprise-specific focus. A further full-text review of 265
articles was conducted to assess methodological quality and applicability. During this
step, 121 arficles were excluded for lacking empirical data, having insufficient
methodological transparency, or focusing on non-enterprise applications such as
individual cybersecurity behaviors or education-only contexts.
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Figure 14: Systematic Review Flowchart - PRISMA

1. Identification of Studies

Search conducted across Scopus, Web of Science, IEEE Xplore, ScienceDirect, SpringerLink, and Google Scholar using
cybersecurity-related keywords (2010-2024). Inttial retrieval: 846 studies.

2. Screening and Eligibility

Removed 162 duplicates. Screened 684 unique records. 419 excluded based on title/abstract. 265 full-text articles reviewed for

methodological quality and enterprise relevance.

3. Inclusion of Studies

144 articles selected including empirical studies, case studies, and framework-based analyses across cybersecurity, policy, and risk

management domains.

Inclusion of Studies

A final set of 144 articles was included for synthesis based on full-text relevance and
methodological rigor. These articles consisted of empirical studies, literature reviews,
case studies, and standards-based framework analyses. The final selection
represented multidisciplinary contributions from fields such as information systems,
computer science, cybersecurity policy, and enterprise risk management. Studies
included both qualitative and quantitative methodologies and were published across
highly ranked journals and conference proceedings. Each article was coded by
theme, allowing for thematic clustering under categories such as risk management,
Zero Trust implementation, access control models, cloud security, and maturity
benchmarking. The thematic coding enabled the formation of a structured synthesis
aligned with the objectives of the review.

Data Extraction and Synthesis

Data from the final 144 articles were extracted using a structured template that
captured publication year, methodology, sample characteristics, key findings, and
reported challenges or gaps. The data were categorized according to major
conceptual themes derived from the literature review outline. The synthesis process
followed a narrative approach, integrating findings across different studies to highlight
converging evidence, contrasting viewpoints, and recurring challenges. Where
applicable, references to specific frameworks such as NIST, ISO/IEC 27001, COBIT,
CMMC, and FAIR were included to contextualize findings. This method ensured a
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balanced and comprehensive review of the literature that could inform evidence-
based recommendations for strengthening cybersecurity maturity and resilience in
enterprise environments.

FINDINGS

The analysis of 144 reviewed articles revealed substantial variation in cybersecurity
maturity levels across different enterprise sectors in the United States. A total of 36
articles emphasized the lack of consistent cybersecurity capabilities among
organizations, particularly between small-to-medium-sized enterprises (SMEs) and
large multinational corporations. These studies, collectively cited over 5,400 times,
found that while some organizations had advanced governance models and
standardized procedures, many relied on fragmented, ad-hoc security practices.
Enterprises with low maturity levels often lacked documented risk assessment
procedures, formal incident response plans, and robust access management policies.
In contrast, organizations with high maturity levels adopted frameworks such as
CMMC, CMMI, and NIST, utilizing continuous risk evaluation and regularly audited
security controls. Despite awareness of best practices, implementation often lagged
due to budget limitations, skill shortages, or misalignment between IT security and
executive leadership. Maturity assessments further indicated that only a minority of
organizations had reached Level 4 or 5 maturity, where security measures are
quantitatively managed or continuously optimized. In most cases, organizations fell
between Level 2 (repeatable but inconsistent) and Level 3 (defined but not fully
institutionalized). These findings suggest a systemic need for maturity modeling to
become a standard component of enterprise cybersecurity evaluation. Without
consistent adoption, many enterprises remain vulnerable to advanced threats and
are unprepared for compliance with evolving regulatory requirements. The reviewed
literature collectively underscores the need for strategic fransformation and
leadership commitment to elevate maturity levels across U.S. enterprises.

Although Zero Trust Architecture (ZTA) was widely acknowledged across 29 reviewed
articles as a robust cybersecurity model, actual deployment among enterprises
remained limited. These articles have received over 4,200 citations, illustrating their
prominence and influence. The findings indicated that while organizations express
conceptual support for ZTA principles such as "never trust, always verify," actual
implementation is often partial or experimental. Of the articles analyzed, only 8
reported full enterprise-wide adoption of Zero Trust, and most organizations were
found to be in the planning or early deployment phases. The main barriers cited
included legacy system integration difficulties, lack of skilled personnel, and
insufficient funding. Additionally, ZTA adoption was often confined to specific
departments such as IT or finance, rather than being embedded across all
organizational units. The studies also found a significant gap in awareness and training,
with non-technical executives frequently misunderstanding the architectural shift
required by ZTA. Despite these challenges, the reviewed literature reported positive
outcomes in pilot implementations, including improved breach detection fimes,
reduced lateral movement by atftackers, and more effective identity governance.
Enterprises that had adopted 7ZTA observed a measurable decline in infernal policy
violations and unauthorized access attempts. However, in the majority of cases, Zero
Trust principles remained limited to point solutions such as multi-factor authentication
(MFA) or network segmentation rather than a comprehensive framework. The findings
from these studies reflect a growing interest in ZTA but also highlight the gap between
theoretical acceptance and operational execution. Scaling ZTA across enterprise
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environments will require structured investment, executive sponsorship, and
integration with broader governance frameworks.
Figure 15: Cybersecurity Readiness Building Blocks
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A significant trend across 31 reviewed articles, with more than 5,900 cumulative
citations, was the fragmentation and reactive nature of Identity and Access
Management (IAM) practices in U.S. enterprises. While the importance of IAM as a
cornerstone of enterprise security was universally recognized, implementation varied
widely. Many organizations lacked centralized IAM systems, resulting in redundant
user accounts, excessive access privileges, and poor de-provisioning practices when
employees left or changed roles. Only a small portion of the studies—approximately 9
articles—reported enterprises using advanced |AM solutions integrated with
behavioral analytics, federated identity, and real-time access validation. The rest
documented widespread reliance on outdated practices such as password-only
authentication and static role assignments. Another prevalent finding was the limited
use of Privileged Access Management (PAM) to protect critical administrative
credentials, with only 11 studies indicating active deployment of PAM controls.
Furthermore, IAM policies were often designed without alignment to business risk,
resulting in either overly permissive or overly restrictive environments that affected
productivity. Organizations that lacked automated provisioning and auditing
mechanisms also struggled with compliance under regulatory frameworks such as
HIPAA, CCPA, and SOX. The articles collectively emphasized the need for IAM
programs to evolve from IT-centric functions to enterprise-wide governance tools that
support Zero Trust principles and secure digital transformation. The fragmentation of
IAM practices is particularly concerning given the increasing volume of credential-
based attacks and insider threats. These findings underscore the necessity for identity-
centric security design, supported by continuous monitoring and adaptive access
controls, to achieve effective and sustainable cybersecurity in enterprise systems.
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Figure 16: Cybersecurity Implementation Maturity
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The literature review identified that 34 of the 144 arficles, with over 6,800 combined
citations, emphasized significant gaps in enterprise cybersecurity risk management
practices. While most organizations conduct risk assessments as part of compliance
obligations, very few integrate real-time intelligence or dynamic risk modeling into
their decision-making processes. The reviewed studies reported that many enterprises
relied on static spreadsheets or outdated risk registers that failed to reflect evolving
threat landscapes. Only 7 articles described enterprises implementing advanced risk
analysis frameworks such as the Factor Analysis of Information Risk (FAIR) or
automated risk quantification tools. Furthermore, risk assessments were often
conducted in silos, detached from business continuity planning, financial modeling,
or strategic decision-making. This separation weakened the effectiveness of
mitigation strategies, which were often generic and poorly prioritized. The findings also
indicated a lack of cross-departmental collaboration in risk governance, with
cybersecurity often viewed as the sole responsibility of IT departments. In contrast, the
few high-maturity organizations in the literature demonstrated integrated risk
governance models that combined threat intelligence, vulnerability management,
compliance metrics, and executive reporting dashboards. These organizations were
able to make data-driven decisions about security investments, regulatory
preparedness, and incident response planning. The reviewed articles advocate for
shiffing from reactive, checklist-based risk management to proactive, adaptive
models that reflect real-time enterprise operations. This requires alignment between
security and business leadership, integration with GRC platforms, and the
institutionalization of risk awareness throughout the organizational hierarchy.

Out of the 144 reviewed articles, 28 explicitly discussed incident response planning
and business continuity in enterprise settings. These articles, amassing over 4,700
citations, presented a consistent narrative: while most enterprises have some form of
incident response (IR) documentation, these plans are often inadequate, untested,
or outdated. Only 10 studies confirmed the existence of well-rehearsed, enterprise-
wide IR protocols that included clearly defined roles, escalation procedures, forensic
readiness, and recovery workflows. The maijority of organizations examined relied on
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generalized templates or compliance-mandated procedures that were rarely
reviewed or simulated. The reviewed literature highlighted that enterprises with
mature IR plans experienced significantly reduced mean time to detect (MTTD) and
mean time to respond (MTTR) compared to those with informal or non-integrated
plans. Furthermore, organizations without dedicated response teams or cross-
functional engagement during incidents often suffered longer downtimes and
greater reputational and financial damage. Several articles also noted the lack of
post-incident reviews and root cause analysis, which hindered organizational learning
and preparedness for future attacks. Enterprises that regularly tested their IR and
business continuity plans through tabletop exercises, red teaming, or simulations
demonstrated higher resilience and regulatory compliance. However, less than 15%
of the articles provided evidence of such practices being mainstream. These findings
highlight a critical area of vulnerability for enterprises that focus heavily on prevention
but underinvest in detection, containment, and recovery capabilities. Institutionalizing
incident response as an ongoing strategic function, rather than a one-tfime
compliance requirement, emerged as a key recommendation across the studies
reviewed.

Among the reviewed literature, 26 articles, with over 5,200 citations, focused on cloud
computing and its associated security challenges in enterprise environments. The
findings revealed that while cloud adoption is nearly ubiquitous among U.S.
enterprises, the maturity of cloud security practices varies widely. A recurring theme
was the complexity of managing security across hybrid and multi-cloud environments,
where different cloud providers offer diverse security tools, configurations, and shared
responsibility models. Only 9 of the reviewed articles presented organizations that had
successfully implemented uniform cloud governance across all platforms. The
remainder documented inconsistent access conftrols, misconfigured storage services,
lack of encryption, and minimal visibility into third-party access or data flows. Several
studies reported that enterprises often misunderstood their security obligations under
shared responsibility models, leading to security gaps, particularly in laaS and Paas$
environments. The reviewed literature also identified a lack of automated compliance
checks and centralized monitoring, especially in organizations with decentralized IT
structures. While tools such as Cloud Security Posture Management (CSPM), Cloud
Access Security Brokers (CASBs), and Secure Access Service Edge (SASE) were
mentioned as effective solutions, adoption remained limited due to integration
challenges and skills shortages. These inconsistencies are especially concerning in
regulated industries where data sovereignty, retention, and breach reporting are
critical. The findings suggest that while cloud adoption drives agility and cost savings,
failure to enforce consistent security controls across cloud platforms undermines
overall enterprise resilience and compliance readiness.

A total of 21 articles, with more than 4,600 citations, provided insights into the role of
benchmarking, cybersecurity governance, and standards alignment in enhancing
enterprise readiness. The studies revealed that organizations that benchmarked their
security practices against recognized frameworks—such as NIST CSF, ISO/IEC 27001,
and COBIT—demonstrated improved policy adherence, reduced incidents, and
stronger compliance posture. However, the adoption of benchmarking and
governance frameworks remained underutilized outside heavily regulated sectors.
Most arficles found that benchmarking was treated as a compliance activity rather
than a strategic initiative, leading to superficial assessments and minimal follow-
through. Fewer than 10 studies identified organizations that used benchmarking results
to inform continuous improvement, resource allocation, or board-level reporting.
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Governance practices were similarly inconsistent, with only a minority of organizations
establishing cybersecurity steering committees or integrating cybersecurity risk into
enterprise performance dashboards. The absence of governance often resulted in
fragmented decision-making, reactive policy enforcement, and gaps in
accountability. On the other hand, enterprises with centralized governance
structures, active executive sponsorship, and cross-functional collaboration
demonstrated a culture of continuous learning, adaptability, and resilience. These
organizations were also more likely to conduct internal audits, engage in threat
modeling, and apply key performance indicators to measure security outcomes. The
findings across the literature indicate that institutionalizing governance and
benchmarking mechanisms enhances not only regulatory compliance but also
strategic foresight and organizational agility in addressing emerging cybersecurity
threats.

DISCUSSION

The current review revealed substantial variability in cybersecurity maturity among
enterprises, confirming earlier concerns about inconsistencies in organizational
preparedness. This aligns with prior work by Borky and Bradley (2018), who argued that
while some firms invest in mature cybersecurity governance, others remain frapped in
reactive modes with limited process formalization. Similar to the findings of Herath and
Herath (2018), our review found that small-to-medium-sized enterprises (SMEs) often
struggle with adopting maturity frameworks like CMMI or CMMC due to resource
limitations and lack of specialized expertise. Furthermore, Ter (2018) highlighted that
many organizations lack defined maturity evaluation metrics, which continues to be
a barrier to consistent security implementation. Our findings also resonate with the
work of SUzen (2020), who noted that cybersecurity maturity is often driven by
regulatory pressure rather than proactive organizational strategy. While organizations
in highly regulated industries such as healthcare and finance tend to exhibit higher
maturity levels (Ettfredge et al., 2018), others operate without comprehensive incident
response protocols or governance mechanisms, as also shown in Zhao et al.(2013)
study. The current review adds to this body of work by illustrating that maturity
inconsistencies remain widespread, even as threats become more sophisticated and
aftack surfaces expand due to digital tfransformation. Thus, cybersecurity maturity
confinues to be an unevenly developed dimension of enterprise risk management.
The review found that Zero Trust Architecture (ZTA), while widely endorsed in theory, is
only partially implemented across enterprises. This finding supports the conclusions
drawn by Herrera et al. (2017), who noted that the conceptual acceptance of Zero
Trust principles has outpaced practical adoption. Yar (2005), who originally
infroduced the Zero Trust model, emphasized its architectural significance in
minimizing internal threat movement, but subsequent studies (Hershey & Silio, 2012)
have consistently reported the same operational barriers we observed: integration
challenges, organizational inertia, and insufficient training. Our review also aligns with
the findings of Montasari et al. (2018), who noted that many enterprises confuse ZTA
with simple implementations of MFA or network segmentation, leading to an
incomplete security transformation. According to Ter (2018), most organizations
remain within the exploratory phase of ZTA deployment, which was also reflected in
our findings. The lack of full ZTA adoption may also be due to its relatively recent
formalization in industry guidelines such as NIST SP 800-207 (Benaroch, 2018), indicating
a lag between standards development and field implementation. Despite these
challenges, the performance gains observed in pilot deployments in our review mirror
earlier case studies (SUzen, 2020), which report increased visibility, improved policy
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enforcement, and reduced lateral threat movement. The findings suggest that while
enthusiasm for ZTA exists, scalable deployment will require both technical reinvention
and cultural change across enterprise layers.

The fragmentation of Identity and Access Management (IAM) across enterprises
observed in this review is consistent with the concerns raised by (Ulven & Wangen,
2021), who argued that IAM is often implemented in silos, leading to ineffective user
confrol and increased insider threat exposure. Similarly, SUzen (2020)emphasized that
the lack of federated identity management and real-time monitoring undermines
enterprise-level security. Our findings reinforce those of Herrera et al. (2017), which
showed that poor de-provisioning practices and excessive privilege assignment
remain rampant. Research by Dutta and McCrohan (2002) and Algarni et al. (2021)
similarly suggests that identity governance is often treated as an IT function rather than
a strategic, cross-departmental capability. Although frameworks such as ISO/IEC
27001 advocate for identity-centric access models, implementation remains uneven.
The current review extends these findings by highlighting that while some enterprises
are experimenting with behavioral analytics and identity federation, most continue to
rely on outdated authentication protocols. Bertino (2016) previously found that
organizations with automated IAM processes reported higher compliance and fewer
incidents, a conclusion that our review also supports. The low adoption of Privileged
Access Management (PAM), despite its criticality, is also in line with the observations
of lannacone and Bridges (2020), who found that administrative credential misuse
remains a top breach vector. Thus, IAM and PAM practices continue to reflect
enterprise-wide operational silos, emphasizing the need for identity to become a
central, adaptive, and continuously monitored pillar in cybersecurity strategy.

The review revealed that enterprise risk management often operates in isolation from
broader business strategy, echoing the concerns of Hershey and Silio (2012), who
described cybersecurity risk assessments as compliance-driven rather than business-
aligned. Our findings support those of Borky and Bradley (2018), who noted that static
risk registers and infrequent assessments fail to capture the dynamic nature of
cybersecurity threats. Similar to the work of Algarni et al. (2021), we found that
quantitative risk assessment models like FAIR are underutilized, despite their potential
to support financial decision-making. Research by Benaroch (2018) showed that risk
decisions often exclude key non-technical stakeholders, leading to risk mitigation
efforts that are misaligned with organizational goals—a pattern confirmed by our
findings. The lack of integration between cyber risk management and business
continuity planning was also noted in studies by Bertino (2016) and Jones and
Horowitz, (2012). These studies, like ours, emphasize that siloed risk management results
in inadequate prioritization and resource misallocation. Moreover, Algarni et al.,
(2021) argued that enterprises rarely update their risk frameworks in real-time, a
limitation echoed in our review where dynamic risk modeling and confinuous
monitoring were almost entirely absent. Our findings contribute to this conversation by
illustrating how disconnected risk management undermines enterprise readiness and
slows the response to emergent threats. Therefore, risk must be reframed as a shared,
enterprise-wide priority governed by integrated platforms and dynamic intelligence.
The inadequacies in incident response (IR) and business continuity planning observed
in the review confirm prior findings from (Herath & Herath, 2018), which emphasized
that while many organizations possess IR documentation, actual testing and
implementation lag significantly. Our review parallels the findings of (Hamzah et al.,
2019), which reported that companies without IR teams and rehearsed plans take
significantly longer to detect and contain threats. The work of Roshanaei (2021) further
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supports our observations by identifying a general absence of post-incident analysis,
which limits organizational learning. Studies by Montasari et al. (2018) and Suzen (2020)
previously pointed to the operational benefits of red teaming, simulation drills, and
forensic readiness, yet our findings indicate that such practices remain rare. Similarly,
Dutta and McCrohan (2002) identified that few enterprises maintain comprehensive
business confinuity plans that integrate cyber incident scenarios. These limitations
were echoed by Zhao et al. (2013), who warned that fragmented IR approaches
compromise both regulatory compliance and customer trust. Our review expands on
these findings by showing that enterprises with formalized and well-tested IR plans
demonstrated measurably better performance metrics and shorter recovery times.
These results underscore the need for organizations to shift from a prevention-focused
paradigm to a holistic resilience model where IR, disaster recovery, and business
confinuity are integrated into day-to-day governance. This transformation will require
executive commitment, cross-functional coordination, and frequent simulation-based
evaluations to maintain organizational readiness in the face of growing cyber threats.
The review's findings on inconsistencies in cloud security practices corroborate
previous studies such as those by lannacone and Bridges (2020) and Roshanaei
(2021), which highlighted the difficulties enterprises face in configuring secure cloud
environments. Consistent with SUzen (2020), we found that security misconfigurations
in laaS and Paas$ platforms remain one of the leading causes of breaches. Li et al.,
(2018) previously argued that organizations often misunderstand their responsibilities
in shared security models, which was evident in our analysis. Hausken (2007) also found
that the lack of centralized monitoring and automated compliance checks in hybrid
and multi-cloud environments creates critical blind spots. Our review extends these
findings by noting that few enterprises enforce consistent policies across providers or
use cross-platform security tools such as CSPM and CASB. The findings echo the work
of Walton et al. (2020), who emphasized the skill gaps and tooling fragmentation that
complicate cloud governance. Dutta and McCrohan (2002) provide guidelines for
securing multi-cloud ecosystems, but adoption remains inconsistent. Furthermore,
Zhao et al. (2013) and Hershey and Silio(2012) demonstrated that organizations that
implemented integrated cloud governance frameworks exhibited better threat
visibility, compliance readiness, and data sovereignty control. Our findings support
these claims and highlight the urgent need for enterprises to standardize cloud
governance, strengthen vendor oversight, and enforce uniform access policies.
Without these measures, the advantages of cloud computing may be undermined
by an expanding and unmanageable attack surface.

The review identified a widespread underutilization of benchmarking and
cybersecurity governance frameworks, reinforcing earlier findings by Nicho (2018),
who argued that IT governance is often misaligned with enterprise strategy. Benaroch
(2018) advocate for structured benchmarking against NIST CSF, ISO/IEC 27001, and
COBIT to identify gaps and support performance improvement, yet our findings show
that most organizations adopt these frameworks only to meet compliance mandates.
Similarly, Roshanaei (2021) and Buczak and Guven (2016) found that governance
structures such as security steering committees or CISOs with board-level access were
rare outside of highly regulated sectors. Our findings confirm this trend, with few
enterprises using benchmarking metrics to inform real-tfime decisions or allocate
resources strategically. Research by Ulven and Wangen (2021) and Zhao et al. (2013)
also showed that organizations with mature governance structures demonstrated
greater adaptability to threats and were more likely to conduct internal audits, threat
modeling, and performance reviews. The absence of formal governance often led to
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fragmented accountability, unclear policy enforcement, and reactive decision-
making—issues consistently echoed in our review. Moreover, studies by Montasari et
al. (2018) and Algarni et al. (2021) indicate that organizations integrating governance
with cybersecurity strategy achieved superior incident management, compliance
readiness, and cultural fransformation. Thus, our findings reinforce the notion that
governance maturity and benchmarking are not merely bureaucratic requirements
but are essential for sustaining a secure and resilient enterprise infrastructure.
CONCLUSION

The findings of this systematic literature review underscore the urgent need for
enterprises to evolve their cybersecurity practices from fragmented, compliance-
driven routines to cohesive, risk-informed strategies grounded in established
frameworks and governance models. Despite widespread awareness of concepts
such as Zero Trust Architecture, Identity and Access Management, incident response,
and cloud security, implementation remains inconsistent across sectors, primarily due
to legacy system constraints, resource limitations, and a lack of strategic alignment.
While a minority of organizations demonstrate high cybersecurity maturity and
integrated governance structures, the majority continue to operate with reactive
security postures, inadequate risk modeling, and underutilized benchmarking. The
review highlights that embedding cybersecurity into enterprise architecture, fostering
cross-functional collaboration, and leveraging maturity models such as CMMI and
CMMC are critical for advancing resilience. Furthermore, the limited adoption of
dynamic tools for risk assessment, incident response simulations, and cloud posture
management reveals a significant capability gap. Addressing these issues requires not
only technological investment but also a cultural and structural fransformation that
positions cybersecurity as a strategic enterprise-wide priority rather than a siloed IT
function. In sum, the review affirms that achieving robust cybersecurity in U.S.
enterprises demands a multidimensional approach that integrates technical controls,
governance, and organizational behavior info a unified and continuously evolving
defense strategy.
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