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ABSTRACT

Fraudulent insurance claims remain one of the most persistent challenges in
healthcare systems worldwide, draining billions of dollars annually and
undermining the sustainability of both public and private insurance frameworks.
Traditional fraud detection approaches, such as manual audits and rule-based
or classical machine learning models, have demonstrated limited effectiveness
in identifying the complex, relational, and often collusive nature of fraudulent
activities. In response, recent research has increasingly turned toward graph
neural network (GNN) models, which are uniquely suited fo represent
healthcare claims as interconnected networks of patients, providers, institutions,
and transactions. This systematic review and meta-analysis, conducted under
the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) framework, examined a total of 62 peer-reviewed studies that applied
GNNs or closely related graph-based methodologies to healthcare fraud
detection. Collectively, these studies reported consistent improvements in
accuracy, precision, recall, and interpretability, with GNN models frequently
outperforming traditional approaches by margins of 10-20 percentage points.
The reviewed literature also revealed methodological innovations such as
hybrid GNN architectures, temporal graph learning, and privacy-preserving
designs, underscoring the adaptability of these models to diverse healthcare
contexts. Additionally, the global distribution of research—from North America
and Europe to Asia and emerging markets—demonstrated the broad
applicability of GNNs across different healthcare financing structures. While
challenges remain in terms of scalability, interpretability, and data quality, the
evidence strongly suggests that graph neural networks have matured into a
robust and reliable solution for detecting fraudulent healthcare claims. By
synthesizing the insights of 62 studies and more than 3,800 citations, this review
positions GNNs as a fransformative advancement in healthcare fraud
prevention, offering both economic protection and enhanced frust in
healthcare insurance systems.
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INTRODUCTION

Fraudulent insurance claims in healthcare are broadly understood as intenfional acts of deception
in which individuals, providers, or organized groups attempt to obtain benefits or payments that are
not legitimately deserved (Villegas-Ortega et al., 2021). These actions may take many forms, such as
billing for medical services that were never performed, exaggerating the cost of a procedure,
submitting duplicate claims, or fabricating diagnoses to justify unnecessary treatments. In some
instances, fraudulent practices involve elaborate schemes in which clinics, pharmacies, and
laboratories collaborate to inflate costs or generate false documentation. The consequences of such
practices are far-reaching because they not only drain financial resources from insurance systems
but also reduce the funds available to support genuine patient needs (Warren & Schweitzer, 2018).
Globally, healthcare fraud is estimated to account for billions of dollars in losses every year,
undermining the sustainability of both public and private insurance models. The issue has been
described as one of the most persistent threats to healthcare equity, efficiency, and integrity. When
fraudulent claims are allowed to proliferate, patients often face higher insurance premiums, reduced
quality of care, and limited access to necessary tfreatments. At the same time, healthcare providers
who act ethically are placed at a disadvantage as corrupt competitors siphon away resources
(Hague & Tozal, 2021). The scale of the problem has made fraud detection a matter of international
concern, with governments and regulatory agencies searching for more effective tools to combat
abuse. Traditional auditing practices, while essential, are often unable to keep up with the
complexity and volume of modern claims, especially in systems where millions of tfransactions are
processed each day. This pressing need for more robust solutions has directed attention toward
advanced computational models, which can analyze patterns at a scale and complexity far
beyond human capacity (Sparrow, 2019). Among these approaches, graph neural networks are
emerging as a particularly powerful and promising method for identifying fraudulent activities in
healthcare claims.

Figure 1: Graph Neural Networks for Healthcare Fraud

Date Gender Age Policy P_Type | Education| Rejection Smoking

Provider Dept Total |Total Claim Rejection Ratio

I

Artificial Intelligence

Fraud detection in healthcare insurance is not merely a technical task but also a central component
of healthcare economics (Rawte & Anuradha, 2015). Every fraudulent claim submitted to an insurer
directly affects the financial stability of the system and, by extension, the affordability of care for
patients. The impact is evident in rising insurance premiums, greater administrative costs, and the
diversion of funds from essential services such as preventive care, chronic disease management,
and life-saving treatments. When fraudulent claims accumulate, they reduce the pool of resources

that insurers can allocate toward legitimate needs, thereby weakening the financial integrity of the
entire system. For publicly funded programs, this burden is borne by taxpayers (Capelleveen et al.,
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2016), which means that fraud has broad societal consequences. In low- and middle-income
countries, the economic implications can be especially severe because healthcare budgets are
already limited and fraud siphons away scarce resources needed to expand access and improve
quality. As digital systems become more integrated info healthcare administration, fraudulent
behavior has also become more sophisticated, with perpetrators exploiting ftechnological
vulnerabilities to disguise illicit activity. The growing complexity of healthcare delivery networks, which
involve patients, providers, hospitals, laboratories, and insurers, creates additional opportunities for
exploitation (Lynch, 2016). Detecting fraud therefore requires approaches that are capable of
analyzing not only individual claims but also the broader economic patterns and relational structures
that emerge across large datasets. The economic rationale for adopting advanced detection
methods is compelling: by reducing fraud, insurers and governments can reallocate billions of dollars
toward improving care, investing in medical infrastructure, and expanding access to underserved
populations. At the same fime, stronger detection enhances public trust in healthcare systems,
assuring citizens that their contributions and premiums are used responsibly (Hall & Poirier, 2020). This
interplay between economics and fraud detection highlights why innovative models such as graph
neural networks are gaining recognition as essential tools in protecting healthcare systems from
financial exploitation.

Healthcare insurance data is highly complex, involving multiple layers of information that extend
beyond simple financial tfransactions (Jerry, 2021). Each claim typically includes diagnostic codes,
tfreatment procedures, billing amounts, and provider identifiers, but it also relates to a wider context
that may involve multiple visits, cross-provider interactions, and longitudinal patient histories. This
complexity creates significant challenges for fraud detection because fraudulent behavior often
emerges not from a single anomalous claim but from patterns spread across many claims and actors
(Hughes IV, 2017). For instance, a provider may appear legitimate when viewed in isolation but may
be part of a larger network that systematically inflates treatment costs. Similarly, patients may be
complicit in schemes where they seek unnecessary services or lend their identities to fraudulent
providers. Traditional models that treat claims as independent data points struggle to capture these
patterns. Graph-based representations, on the other hand, allow claims to be analyzed as part of a
larger interconnected system (Calvey, 2020). Each entity—whether a patient, provider, or service—
can be represented as a node, with edges indicating relationships such as shared freatments,
overlapping timeframes, or financial linkages. This representation makes it possible to detect
anomalies at both the micro and macro levels, identifying not only individual fraudulent claims but
also suspicious networks of activity. Temporal dynamics add another layer of complexity, as
fraudulent actors often manipulate the timing of claims to avoid detection. By incorporating
temporal information info graph models, it becomes possible to track irregular biling cycles or
sudden spikes in activity that suggest fraudulent intent. The combination of relational and temporall
analysis provides a more comprehensive understanding of fraudulent behavior (Van Raaij, 2016),
allowing for more accurate detection. This approach mirrors the reality of healthcare systems, where
interactions are rarely isolated and where the true nature of fraud often lies in the relationships
between actors rather than their individual actions.

The adoption of graph neural networks for healthcare fraud detection is gaining traction across the
globe as governments, insurers, and technology providers recognize the need for more sophisticated
approaches (Holder et al., 2016). In regions with large national health insurance programs, the ability
to process millions of claims each day requires scalable models that can identify fraud without
slowing down the system. Graph neural networks provide a natural fit for this fask because of their
capacity to handle relational complexity at scale. In countries with advanced digital infrastructures,
pilot projects have already demonstrated that these models can outperform fraditional detection
methods by uncovering fraud patterns that would otherwise remain hidden. In emerging economies,
the appeal of graph neural networks lies in their ability to strengthen fragile healthcare financing
systems by preventing financial losses that strain limited budgets (Calvey, 2019). International
collaborations have also begun to emerge, with research teams across continents pooling expertise
and data to design models that can generalize across diverse healthcare systems. This reflects a
growing awareness that fraud is not a localized problem but a global challenge that undermines the
sustainability of healthcare worldwide. By adopting graph neural networks, countries are not only
protecting their financial resources but also strengthening the transparency and credibility of their
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healthcare systems. This, in turn, enhances public trust (Annas, 2017), which is essential for the
functioning of both private insurance markets and public health programs. The momentum behind
these efforts demonstrates that graph neural networks are not simply a theoretical concept but a
practical tool being embraced in multiple international contexts. The global significance of this
development lies in its potential to create a shared technological foundation for combating
healthcare fraud across nations (Sahoo et al., 2020).

Figure 2: Graph Neural Networks for Fraud Detection
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The integration of graph neural networks into fraud detection systems represents a major step toward
creating comprehensive, adaptive ecosystems capable of safeguarding healthcare financing
(Timofeyev & Busalaeva, 2021). Unlike traditional detection approaches that rely on static rules or
fragmented audits, graph neural networks enable a dynamic view of healthcare claims,
contfinuously updating their understanding of patterns as new data is infroduced. This capacity for
adaptation is particularly important because fraudulent actors frequently change their strategies to
exploit vulnerabilities in existing systems. By embedding graph neural networks within claims
processing platforms, insurers can monitor activity in real time, identifying not only suspicious claims
but also the broader networks of relafionships that suggest systemic abuse. The value of such
infegration extends beyond financial savings. By reducing fraud, healthcare systems free up
resources to improve access, enhance quality, and invest in innovation (Mu & Carroll, 2016). At the
same time, fransparent and reliable fraud detection fosters public trust, reassuring patients and
providers that the system is fair and accountable. Ethical considerations also play a role in this
evolution, as advanced fraud detection models must comply with data protection regulations while
maintaining their effectiveness. Graph neural networks can be aligned with privacy-preserving
technologies, ensuring that sensitive patient information is safeguarded even as patterns of fraud
are analyzed (Baker, 2020). This balance between ftechnical capability and ethical responsibility
enhances the legitimacy of these models in the eyes of regulators and the public. The movement
toward integrative ecosystems signifies a shift from reactive approaches to proactive strategies,
where fraud is not merely detected after the fact but anficipated and prevented through
contfinuous learning and relational modeling. In this way, graph neural networks contribute to
building healthcare systems that are not only financially secure but also more transparent, equitable,
and resilient.
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LITERATURE REVIEW

The detection of fraudulent insurance claims within healthcare systems has long been a critical area
of research due to its economic, ethical, and clinical implications (Kose et al., 2015). Fraudulent
practices erode the financial integrity of insurance frameworks, inflate patient costs, and divert
limited resources away from legitimate care. Over the years, the literature has progressed from
manual auditing and rule-based systems to statistical anomaly detection, machine learning, and
more recently, deep learning (Sparrow, 2019). Despite these advances, traditional approaches
frequently fail to capture the relational and systemic nature of fraud, which often emerges through
collusion between providers, patients, and instfitutions. In response to these limitations, recent
scholarship has increasingly focused on graph neural network (GNN) models as a transformative
methodology. These models excel in detecting hidden patterns within intferconnected datasets,
making them particularly well-suited to the complexity of healthcare claims (Massi et al., 2020). The
literature reviewed in this section spans foundational fraud detection approaches, the evolution of
artificial intelligence in healthcare, the rise of graph-based learning, and the application of GNN
architectures specifically to insurance fraud detection. This structured review not only synthesizes
existing knowledge but also highlights methodological innovations, comparative advantages, and
persistent gaps that continue to shape the trajectory of research in this domain (Timofeyev &
Jakovljevic, 2020).

Historical Context of Healthcare Fraud Detection

The earliest approaches to detecting fraudulent insurance claims in healthcare systems were
grounded almost entirely in manual audits and human judgment (Sheridan, 2016). Insurers,
government agencies, and hospital administrators often relied on teams of auditors who examined
claim records by hand, searching for inconsistencies, unusual billing patterns, or documentation
errors. This process was inherently labor-intensive, requiring significant time, specialized expertise, and
extensive cross-checking of supporting materials such as patient files and physician notes (Branting,
2017). While manual auditing provided a degree of accuracy in identifying obvious instances of
fraud, its efficiency was severely limited, especially as the volume of claims increased in expanding
healthcare markets. Human judgment played a cenfral role in interpreting claim details, but this
reliance also introduced subjectivity, inconsistencies (Balayn et al., 2021), and the risk of bias in
decision-making. In many cases, auditors depended on infuition and experience rather than
standardized procedures, leading to variability in fraud detection outcomes across institutions.
Moreover, manual methods often captured only reactive insights, flagging fraudulent activity after
it had already occurred, rather than preventing it in real fime. This reliance on retrospective analysis
meant that healthcare systems frequently absorbed financial losses before any corrective action
could be taken. As healthcare insurance systems grew more complex, the inefficiency of manual
audits became increasingly apparent (Thokala et al., 2016), highlighting the need for more
standardized, automated, and scalable approaches to fraud detection.

To address the inefficiencies of manual auditing, the next major stage in fraud detection involved
the development of rule-based and threshold systems (Donovan, 2015). These approaches
infroduced sfructured, codified procedures for identifying suspicious claims by establishing pre-
defined conditions or limits that would trigger alerts. For example, claims exceeding a certain cost
threshold, unusual combinations of diagnostic and procedural codes, or excessive frequency of visits
within a short period could be automatically flagged for review (Zohuri & Moghaddam, 2017). This
innovation marked an important step toward standardization, as insurers no longer relied solely on
subjective human judgment but instead on objective, system-driven rules. Rule-based detection
allowed for greater consistency, speed, and scalability, reducing the workload for auditors by
narrowing the focus fto high-risk claims. Despite these advantages, rule-based systems were
inherently rigid (Militello et al., 2017). They could only detect fraud patterns that had already been
identified and encoded into the system, leaving them vulnerable to manipulation by perpetrators
who adapted their tactics to avoid triggering rules. Additionally, these systems often generated a
high volume of false positives, burdening investigators with unnecessary alerts that diluted attention
from genuinely fraudulent activity. Over time (Stavert-Dobson, 2016), it became evident that while
rule-based approaches represented progress compared to manual auditing, they were unable to
keep pace with the evolving sophistication of fraud schemes.
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The historical reliance on manual audits and rule-based systems highlighted a fundamental limitation
in traditional fraud detection: the inability to scale effectively in the face of growing claim volumes
and increasingly complex fraud tactics (Miller, 2016). As healthcare insurance systems expanded,
millions of claims were processed daily, rendering manual reviews impractical and rule-based
systems insufficient. The rigid nature of threshold models meant that fraudsters could easily
circumvent detection by altering billing practices just enough to remain below pre-set limits.
Furthermore, traditional systems lacked adaptability (Ashby, 2020), as the process of updating or
creating new rules was fime-consuming and reactive, often occurring only after a fraud scheme had
already been detected and caused financial damage. These limitations created a persistent lag
between fraudulent activity and detection, undermining the ability of healthcare systems to respond
in real time. Scalability was another critical issue: larger datasets overwhelmed traditional systems,
resulting in slower processing times, reduced accuracy (Burgess, 2018), and increased administrative
costs. As a result, fraditional auditing methods were characterized by inefficiency and an inability to
evolve alongside the dynamic strategies employed by fraudsters. This historical weakness
underscores why the field eventually turned to advanced computational methods, highlighting the
need for fraud detection systems capable of learning, adapting, and scaling with the growing
complexity of healthcare data (Chanchaichujit et al., 2019).

Figure 3: Historical Methods of Fraud Detection
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Taken together, the historical evolution of fraud detection in healthcare demonstrates a trajectory
from human-centered manual audits to system-driven rule-based frameworks (Goodman & Miller,
2021), each with its own strengths and weaknesses. Manual audits offered depth of review but were
slow, inconsistent, and resource-intensive. Rule-based systems introduced automation and
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standardization, enabling more rapid detection, but suffered from rigidity (Monteith & Glenn, 2016),
false positives, and an inability to anticipate novel fraud patterns. Both approaches shared
significant limitations in scalability and adaptability, leaving healthcare systems vulnerable as claim
volumes surged and fraud tactics became more complex. This historical review reveals that while
these methods laid the foundation for systematic fraud detection, they were fundamentally reactive
and often inadequate in addressing the financial and ethical challenges posed by healthcare fraud.
By understanding this context (Posavac, 2015), the limitations of earlier approaches become clearer,
setting the stage for the adoption of more advanced models. The shortcomings of manual and rule-
based systems provided the impetus for exploring data-driven, adaptive techniques such as
machine learning and, eventually, graph neural networks, which offer solutions tailored to the
inferconnected, high-dimensional nature of modern healthcare claims (Lim & Taeihagh, 2019).
Statistical and Machine Learning Foundations in Fraud Detection

The transition from manual and rule-based auditing to stafistical methods marked a significant
turning point in healthcare fraud detection (Ara et al., 2022; Kose et al., 2015). Early statistical models
sought to overcome the subjectivity and inefficiency of human-centered audits by introducing
probabilistic reasoning and anomaly detection frameworks. These approaches operated on the
principle that fraudulent claims typically deviate from established statistical norms (Jahid, 2022;
Johnson & Khoshgoftaar, 2019a). Variables such as biling amounts, frequency of service use, and
combinations of diagnostic and tfreatment codes were examined to identify outliers that exceeded
expected ranges. Statistical anomaly detection was particularly effective in flagging claims that
were extreme in value or inconsistent with population averages (Johnson & Khoshgoftaar, 2021;
Uddin et al., 2022). For example, providers who consistently submitted claims far above average
reimbursement levels or patients who appeared in multiple hospitals within unusually short fimeframes
could be identified as anomalies. The advantage of these methods lay in their relative simplicity,
fransparency, and objectivity compared to manual review. However, statistical models also had
inherent limitations (Herland et al., 2019; Akter & Ahad, 2022). Fraudulent actors quickly adapted by
aligning their claims within statistical boundaries, avoiding detection by mimicking normal patterns.
Additionally, statistical anomaly detection often struggled with false positives, as outliers could reflect
legitimate variations in medical practice rather than fraud. Despite these weaknesses, statistical
approaches represented a critical infermediate stage, establishing the quantitative foundation for
more advanced computational models in fraud detection.

Building on statistical models, the healthcare fraud detection field began incorporating machine
learning techniques that offered greater flexibility and predictive power (Herland et al., 2018; Arifur
& Noor, 2022). Supervised machine learning approaches, such as logistic regression, decision trees,
and support vector machines, required labeled datasetfs in which claims were categorized as
fraudulent or legitimate. These algorithms learned from historical data to classify new claims,
providing greater accuracy than purely statistical thresholds. Supervised learning was particularly
valuable because it could incorporate numerous claim aftributes simultaneously (Bauder &
Khoshgoftaar, 2018; Rahaman, 2022), such as provider type, patient demographics, billing history,
and diagnostic patterns. At the same time, unsupervised learning emerged as a complementary
approach, designed to detect anomalies without relying on pre-labeled data. Clustering algorithms
and dimensionality reduction techniques were used to group claims into patterns of similarity, with
outliers flagged as potential fraud (Hasan et al., 2022; Capelleveen et al., 2016). This distinction
between supervised and unsupervised methods allowed for both proactive classification and
exploratory detection. However, challenges arose in both categories. Supervised methods required
large, high-quality labeled datasets, which were often unavailable due to privacy constraints or
incomplete records. Unsupervised methods, while flexible, frequently produced ambiguous results
that required human interpretation (Bauder & Thoshgoftaar, 2018; Hossen & Afiqur, 2022).
Nevertheless, the adoption of machine learning represented a shift from rigid, pre-defined rules to
adaptive systems capable of learning and evolving with changing fraud tactics.

Among the most widely used machine learning models in healthcare fraud detection were decision
trees, logistic regression, and support vector machines (Herland et al., 2020; Tawfigul et al., 2022).
Decision trees gained popularity because of their interpretability and ease of use, allowing
investigators to visualize decision pathways and identify key variables associated with fraudulent
claims. They performed well in detecting simple fraud patterns but often suffered from overfitting,
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especially when frained on small or noisy datasefs. Logistic regression provided a stafistical
foundation for binary classification (Kamrul & Omar, 2022; Pandey et al., 2017), estimating the
likelihood of fraud based on weighted input features. While efficient and easy to implement, logistic
regression assumed linear relationships between variables, limiting its effectiveness in capturing the
complex, nonlinear patterns common in fraud. Support vector machines offered a more
sophisticated solution by constructing hyperplanes that separated fraudulent from legitimate claims
in multidimensional space. These models demonstrated strong predictive performance, particularly
in high-dimensional datasets. However, support vector machines were computationally intensive
(Ashtiani & Raahemi, 2021; Mubashir & Abdul, 2022), sensitive to parameter selection, and lacked
fransparency compared to decision frees. Collectively, these methods provided valuable tools for
advancing fraud detection, but each carried limitations in scalability, adaptability, or interpretability
that restricted their ability to fully address the evolving complexity of healthcare fraud (Kaur et al,,
2018).

Deep Learning Approaches and Their Constraints

The rise of deep learning marked an important milestone in the evolution of fraud detection,
particularly within healthcare insurance systems where the complexity and scale of claims data
exceeded the capabilities of traditional statistical and machine learning models (Hassani et al.,
2020). Early applications of neural networks sought to address the shortcomings of linear models and
decision trees by infroducing architectures capable of capturing nonlinear patterns within large
datasets. These neural networks leveraged multiple interconnected layers of artificial neurons to
process claim attributes such as diagnostic codes, billing amounts (Boutaba et al., 2018; Reduanul &
Shoeb, 2022), patient demographics, and provider histories. By training on vast amounts of data,
they were able to learn complex relationships between inputs and outputs, generating fraud
predictions with higher accuracy than earlier approaches (Johnson & Khoshgoftaar, 2019b). One of
their key strengths was adaptability: neural networks could adjust to new data and uncover hidden
patterns without relying on pre-defined rules. These early models demonstrated promise by reducing
false positives and detecting fraud that had previously gone unnoticed, particularly in large
insurance databases where anomalies were subtle and dispersed. However, despite their
advantages, the initial applications of neural networks were computationally demanding and often
lacked interpretability, making it difficult for investigators and regulators to understand how
predictions were generated (Sazzad & Islam, 2022; Zhao et al., 2019). This created hesitancy around
their adoption, as stakeholders in healthcare systems required transparency and accountability
when making decisions based on automated detection systems.
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Figure 4: Evolution of Deep Learning Fraud
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As deep learning research matured, more advanced architectures such as convolutional neural
networks (CNNs) and recurrent neural networks (RNNs) were infroduced to fraud detection (Ayoubi
et al., 2018; Noor & Momena, 2022). CNNs, originally developed forimage and spatial data analysis,
were adapted to process structured claim data by freating it as feature matrices where local
patterns could be identified. For example, CNNs were used to detect iregular combinations of billing
codes or to analyze patterns in claim sequences that appeared similar o fraudulent templates. Their
hierarchical structure allowed them to extract increasingly abstract features from raw inputs
(Nauman et al., 2021; Sohel & Md, 2022), thereby improving classification accuracy. On the other
hand, RNNs were employed to capture the sequential and temporal aspects of insurance claims.
Fraudulent behavior often unfolds over time, with repeated patterns of excessive billing, unnecessary
procedures, or coordinated claim submissions. RNNs, designed to process time-dependent data,
proved effective in modeling these sequences and identifying anomalies within longitudinal claim
histories. These architectures represented significant advances over earlier feedforward networks,
offering improved adaptability and accuracy in real-world insurance datasets (Mandal & Vipparthi,
2021; Akter & Razzak, 2022). Yet, their adoption also came with challenges. CNNs and RNNs, while
powerful, were not inherently designed to capture the relafional interdependencies among entities
such as patients, providers, and healthcare institutions. Their focus on either spatial features or
temporal sequences limited their ability fo analyze fraud at the network level, where collusion and
systemic irregularities often occur (Adar & Md, 2023; Mandal & Vipparthi, 2021).

Despite the improvements offered by deep learning models such as CNNs and RNNs, one of the
most persistent challenges they faced was their inability to fully capture the relational and network-
level characteristics of healthcare fraud (Qibria & Hossen, 2023; Ribeiro et al., 2016). Fraudulent
activity in insurance systems is rarely isolated; it frequently involves coordinated schemes across
multiple providers and patients. These schemes can include patterns such as networks of physicians
billing for unnecessary services, patients visiting multiple providers for duplicate claims, or providers
collaborating with pharmacies and laboratories to inflate costs (Istiaque et al., 2023; Mishra &
Pandya, 2021). Traditional deep learning models typically analyzed claims as independent records,
even when using tfemporal sequences, which limited their ability to identify fraud emerging from
complex webs of relationships. As a result, these models often detected anomalies at the claim or
patient level but failed to recognize broader systemic irregularities. Furthermore, attempts to extend
CNNs and RNNs to relational tasks often required complex feature engineering or approximation
methods that increased computational demands without fully resolving the problem (Jiao et al.,
2019; Akter, 2023). This limitation became especially problematic as healthcare systems grew larger
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and fraud became more sophisticated, with perpetrators deliberately distributing fraudulent activity
across networks to avoid detection. The inability of deep learning to naturally represent
inferconnectedness highlighted a fundamental gap in its application to fraud detection, reinforcing
the need for models explicitly designed to analyze graph-structured data (Hasan et al., 2023; Wang
et al., 2020).

The emergence of deep learning provided an important step forward in healthcare fraud detection,
offering significant gains in accuracy, adaptability, and automation compared to statistical and
traditional machine learning models (Macas & Wu, 2020; Masud, Mohammad, & Hosne Ara, 2023).
Neural networks, along with CNNs and RNNs, demonstrated the capacity to process high-
dimensional data, extract hidden features, and detect subtle anomalies that earlier approaches
often overlooked. These contributions laid the groundwork for the integration of artificial intelligence
intfo large-scale insurance systems and proved that advanced computational models could reduce
reliance on rigid rule-based systems (Masud, Mohammad, & Sazzad, 2023; Thakur & Rane, 2021).
However, the constraints of deep learning were equally clear. The models were computationally
intensive, required large labeled datasets, and struggled to provide interpretability acceptable to
auditors and regulators. More critically, they were limited in addressing fraud at the relational and
systemic level, failing to capture the inferconnected nature of fraudulent networks within healthcare
claims (Sarker et al., 2020). This synthesis shows that while deep learning advanced the field
substantially, it also underscored the need for new approaches capable of directly modeling
relationships and interdependencies. These constraints provided the conceptual and
methodological impetus for the emergence of graph neural networks, which explicitly addressed
the relational dimension of fraud and offered a paradigm better aligned with the structural
complexity of healthcare systems (Rawindaran et al., 2021).

Conceptual Foundations of Graph-Based Learning

Graphs are among the most versatile data structures in computer science, capable of representing
entities and the relationships between them in ways that fraditional tabular formats cannot (Zhang
et al., 2020). A graph consists of nodes, which represent entities, and edges, which define the
connections or interactions between those entifies. In the context of healthcare fraud detection,
nodes can represent patients, providers, hospitals, pharmacies (Pan et al., 2017), or even insurance
claims, while edges signify the relationships or interactions among these actors, such as shared
tfreatments, repeated biling practices, or co-occurrence of diagnostic codes. Unlike traditional
datasets, which often assume independence between records, graph-structured data
acknowledges that entities exist within networks of inferconnected relationships. This representation
is particularly important because fraudulent activity rarely occurs in isolation (Moreland et al., 2016).
Instead, it offen emerges from complex webs of collusion, where multiple entities are linked by
repeated or unusual patterns of behavior. By capturing both the aftributes of individual nodes and
the structure of their inferconnections, graphs provide a richer and more realistic representation of
the data landscape. The infroduction of graphs as data structures thus laid the conceptual
foundation for the next generation of fraud detection methods (Holzinger et al., 2021), emphasizing
relafionships as cenfral tfo understanding fraudulent behavior rather than viewing claims as
independent points of data.

The primary strength of graph-based representations lies in their ability to model relational data with
greater fidelity than traditional machine learning approaches (Gadepally et al., 2015; Sultan et al.,
2023). Fraud detection is inherently relational, as fraudulent behavior often involves multiple entities
coordinating to exploit systemic loopholes. Graph structures capture these relationships explicitly,
allowing analysts to detect not only anomalies in individual claims but also suspicious subgraphs or
clusters of activity. For example, a network of providers submitting unusually similar claims across
different patients can be identified as a tightly connected community within a larger healthcare
graph (Dong et al., 2020; Sultan et al., 2023). This relational perspective also allows for the detection
of indirect associations that might not be apparent when examining claims in isolation. Furthermore,
graphs support different levels of analysis, from local patterns within small clusters to global structural
iregularities across the entire network. This scalability is essential in healthcare insurance (Storey &
Song, 2017), where millions of claims generate massive, inferconnected datasets. By leveraging the
inherent connectivity in data, graph-based representations improve both the accuracy and
interpretability of fraud detection models, offering insights intfo systemic vulnerabilities that are
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invisible to non-relational methods. These advantages illustrate why graphs are considered
indispensable in domains where relationships define the underlying dynamics of data (Jiang ef al.,
2021).

Graph Neural Networks in Fraud Detection

The development of graph convolutional networks marked the first significant leap in applying graph
neural networks to fraud detection (Alghofaili et al., 2020; Tawfiqul, 2023). Graph convolutional
networks extend the concept of convolution, tfraditionally used in image analysis, to graph-structured
data by allowing each node to aggregate information from its neighbors. In the context of
healthcare fraud, this means that a claim can be analyzed not only by its individual attributes but
also by the characteristics of the claims, patients, and providers connected to It (Ashtiani & Raahemi,
2021; Shamima et al.,, 2023). By iteratively propagating information across the graph, graph
convolutional networks create node embeddings that capture both local and global patterns. This
is especially powerful in fraud detection because fraudulent activity often occurs in communities or
substructures within the broader dataset. A single claim may appear legitimate on its own (Najadat
et al., 2020; Rezwanul Ashraf & Ara, 2023), but when viewed in relation to other claims in ifs
neighborhood, anomalies emerge that indicate suspicious behavior. Graph convolutional networks
thus provide a mechanism for learning from both node-level features and the relational structures in
which they are embedded. Their ability to scale to large graphs and adapt to heterogeneous
healthcare data has made them a foundational model in the application of graph neural networks
to insurance fraud detection (Sanjai et al., 2023; Zhang et al., 2021).

One of the most persistent challenges in applying deep learning to fraud detection has been the
issue of interpretability. Regulators, auditors, and healthcare organizations require not only accurate
predictions but also explanations for why certain claims are flagged as fraudulent (Craja et al., 2020).
Graph attention mechanisms address this issue by enabling models to assign different weights to the
neighbors of a node when aggregating information. In practice, this means that in a healthcare
claims graph, a model can focus more on highly relevant relationships—such as repeated
connections between a patient and a single provider—while downplaying less significant ones
(Najafabadi et al., 2015; Tahmina Akfer et al., 2023). This selective weighting enhances model
accuracy while also offering insights info the specific relationships that contribute to a fraud
prediction. For investigators, this improves transparency, as it becomes possible to frace fraudulent
behavior back to the critical connections within a network. Attention-based models therefore bridge
the gap between technical performance and practical usability (Abdullah Al et al., 2024; Kocher &
Kumar, 2021), making them especially valuable in contexts where accountability and auditability
are paramount. By combining relational learning with interpretability, graph attention mechanisms
represent a major advance in aligning computational innovation with the real-world requirements
of fraud detection in healthcare systems (Razzak et al., 2024; Stojanovi¢ et al., 2021).

Figure 5: Graph Neural Networks for Fraud
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Healthcare fraud detection requires models that can operate not only on existing datasets but also
on new, unseen datfa as it becomes available (Istiaque et al., 2024; Thennakoon et al., 2019). This is
particularly important in insurance systems where claims are processed continuously and fraud
detection must be performed in real time. GraphSAGE, or Graph Sample and Aggregate,
infroduced an inductive learning framework that addresses this challenge. Instead of requiring the
entire graph to be retrained when new nodes or claims are introduced (Kwon et al., 2019; Akter &
Shaiful, 2024), GraphSAGE learns general aggregation functions that can be applied to unseen
nodes. This allows the model to generate embeddings for new claims or providers on the fly, ensuring
that fraud detection systems remain up-to-date without the computational burden of constant
retraining. In large-scale healthcare environments with millions of claims, this scalability is crucial
(Dargan et al., 2020). GraphSAGE also incorporates efficient sampling strategies to handle massive
graphs, enabling models to process local neighborhoods without needing the full adjacency
structure. This makes it possible to detect fraudulent activity in dynamic, high-volume settings such
as national insurance systems. By offering inductive learning and computational efficiency,
GraphSAGE provides a practical solution to one of the biggest obstacles in deploying graph neural
networks for real-world healthcare fraud detection (Aleesa et al., 2020; Hasan et al., 2024).

While individual graph neural network architectures such as graph convolutional networks, attention
models, and GraphSAGE each provide unique advantages, hybrid approaches have emerged as
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a powerful strategy for maximizing performance (Bulusu et al., 2020; Tawfiqul et al., 2024). These
models combine different graph learning techniques with traditional ensemble methods to create
systems that are both accurate and robust. For example, a hybrid model might infegrate the feature-
extraction strengths of convolutional networks with the interpretability of attention mechanisms, while
also incorporating ensemble strategies such as boosting or bagging to improve stability (Serradilla et
al., 2021; Subrato & Md, 2024). In healthcare fraud detection, this integration is particularly valuable
because fraud schemes vary widely in complexity and scale. Some cases may require fine-grained
relational analysis, while others demand scalable, real-time detection. Hybrid approaches allow
models to adapt flexibly to these diverse demands, ensuring that no single type of fraudulent activity
goes unnoticed (Awoyemi et al., 2017; Akter et al., 2024). Furthermore, ensemble methods mitigate
the risk of overfitting and improve generalizability, making hybrid GNNs more resilient in handling
heterogeneous healthcare datasets. These innovations represent the cutting edge of fraud
detection research, demonstrating how graph neural networks can evolve from single-architecture
models info comprehensive frameworks capable of addressing the multifaceted challenges of fraud
in healthcare insurance systems (Nassif et al., 2021).

Application of GNNs to Healthcare Insurance Claims

Healthcare insurance claims are inherently relafional, involving interactions among patients,
providers, insurers, hospitals, and pharmacies (Jahan et al., 2025; Simeunovi¢ et al., 2021). When
viewed in fraditional tabular form, these claims appear as independent rows of data with fields such
as diagnostic codes, procedure codes, biling amounts, and provider identifiers. However, such
representation strips away the interconnected nature of the system. Graph-based learning allows
these claims to be mapped as networks where each entity is represented as a node and the
relationships between them form edges. For example Hu et al. (2021), a patient visiting multiple
providers establishes links that connect the individual to several nodes, while a provider working
across multiple facilities creates bridges between institutions. These graph representations make
visible the patterns of interaction that are otherwise hidden in flat datasets (Khan et al., 2025; Kwak
et al., 2020). Fraudulent behaviors often exploit these relationships, such as providers who collude
with pharmacies to inflate prescription costs or patients who submit overlapping claims across
institutions. By explicitly modeling these networks, graph neural networks can detect suspicious
subgraphs, such as tightly connected communities of providers and patients exhibiting abnormal
claim activity. This ability to treat healthcare claims as relational systems, rather than isolated records,
represents one of the most significant contributions of GNN applications in this field (Ahmedt-
Aristizabal et al., 2021; Akter, 2025).

Applications of graph neural networks to real-world healthcare datasets have consistently
demonstrated their practical value in fraud detection (Wang et al., 2021). When applied to national
insurance systems processing millions of claims annually, GNN models have been able to uncover
fraudulent patterns that tfraditional systems overlooked. For example, cases have been documented
where GNNs detected clusters of providers who consistently billed for the same procedures across
unrelated patients, revealing networks of collusion that had previously evaded scrutiny (Chen et al.,
2020; Arafat et al., 2025). Other implementations highlighted the ability of GNNs to integrate
temporal aspects, such as repeated claims over short intervals, to flag suspicious activities. In large
hospital networks, GNNs have successfully identified fraudulent patient-provider relationships where
a disproportionate number of claims originated from a single provider-patient pair (Zhou et al., 2020).
In each of these scenarios, the graph-based approach allowed models to uncover relational
iregularities that were invisible to linear classifiers or anomaly detection methods focused only on
individual claim afttributes. These case studies illustrate not only the flexibility of GNNs in adapting to
diverse datasets but also their effectiveness in real-world environments where fraud is often
sophisticated and hidden within layers of legitimate activity (Bonet et al., 2021; Ashiqur et al., 2025).
Comparative analyses between graph neural networks and fraditional non-graph models reveal the
clear advantages of graph-based learning in healthcare fraud detection (Bonet et al., 2021).
Traditfional supervised machine learning models, such as logistic regression, decision trees, and
random forests, perform well when claims exhibit obvious anomalies but struggle with subtle or
relational fraud patterns. Deep learning models such as convolutional and recurrent neural networks
improve accuracy further, especially in handling high-dimensional data or sequential claim histories
(Hasan, 2025; Zhang et al., 2019). However, they too are limited by their inability to capture systemic
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relationships between entities. Graph neural networks consistently outperform these methods by
leveraging relational and structural information inherent in healthcare data. Comparative
evaluations often demonstrate improvements in accuracy (Jakaria et al., 2025; Pletnev et al., 2020),
precision, recall, and Fl-scores, with performance gains ranging from 10 to 20 percentage points
compared fo baseline models. Beyond numerical improvements, GNNs provide qualitafive
advantages by offering interpretability through mechanisms such as graph attention, which
highlights the critical relationships driving model predictions. This capacity fo combine high
performance with transparency positions GNNs as superior to earlier generations of models,
establishing them as the new benchmark in fraud detection research (Liu et al., 2021; Masud et al.,,
2025).

The application of graph neural networks to healthcare insurance claims marks a decisive shift in the
methodological landscape of fraud detection (Hu et al., 2021; Md et al., 2025). By reframing claims
data as relational networks, GNNs enable the detection of fraudulent behavior at both micro and
macro levels—whether identifying suspicious individual claims or uncovering systemic collusion
networks. Real-world implementations provide evidence of their scalability and adaptability across
diverse healthcare systems, from large national insurance databases to smaller institutional claim
repositories (Hsieh & Li, 2021; Nazrul & Debashish, 2025). Comparative results consistently confirm that
GNNs surpass non-graph models, not only in predictive accuracy but also in their ability to offer
interpretable insights that are essential for regulatory acceptance. This synthesis underscores that
GNN applications are not merely theoretical but have demonstrated practical effectiveness in
operational settings (Lee et al., 2021; Islam & Ishtiaque, 2025). By bridging the gap between
advanced computational models and the complex realities of healthcare claims, GNNs have
established themselves as the most effective approach currently available for detecting fraudulent
activity in insurance systems. Their success in mapping networks, analyzing real-world datasets, and
outperforming traditional models illustrates the transformative potential of graph-based learning in
securing the financial integrity of healthcare systems (Sultan et al., 2025; Ngo et al., 2020).

Dataset Characteristics and Methodological Variations

The size of datasets has been shown to play a crifical role in determining the performance and
robustness of graph neural networks in healthcare fraud detection (Althnian et al., 2021). Large-scale
datasets containing millions of claims allow models to capture more diverse patterns of fraudulent
activity, including subtle relational anomalies that only emerge across extensive networks. In these
contexts, graph neural networks thrive by leveraging the richness of connections between patients
(Alwosheel et al., 2018; Hossen et al., 2025), providers, and institutions, producing embeddings that
generalize well across new and unseen claims. Conversely, smaller datasets present unique
challenges (Luan et al., 2020; Tawfiqul, 2025). When the number of claims is limited, models are more
prone to overfitting, where they learn highly specific patterns that fail to fransfer effectively to
broader populations. This can lead to inflated performance metrics in experimental seftings that do
not reflect real-world complexity. Smaller datasets also often lack the breadth needed to represent
all possible forms of fraud, reducing the ability of graph neural networks to detect emerging or less
common schemes (Chen et al., 2020; Sanjai et al., 2025). Addressing these limitations requires
methodological innovations, such as data augmentation techniques, tfransfer learning, and hybrid
frameworks that combine real-world and synthetic data. Ultimately, the influence of dataset size
underscores the necessity for healthcare systems to invest in comprehensive, digitized claims
databases that provide the relational richness required for GNNs to perform at their full potential.
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Figure 6: Challenges in Healthcare Fraud Detection
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Fraudulent activities in healthcare are rarely static; they evolve over time as perpetrators adjust their
strategies to avoid detection (Chen et al., 2020). For this reason, temporal dynamics in claims data
are crucial to accurately modeling fraud. The incorporation of temporal graphs info GNN
frameworks enables the tracking of sequential and evolving patterns, such as unusual billing cycles,
sudden increases in claim frequency, or repeated visits across different providers in a short fime span
(Liv et al., 2021; Sazzad, 2025b). Temporal graph models extend traditional GNNs by embedding
both relational and time-based information, allowing for the identification of fraud schemes that
develop progressively rather than appearing as isolated anomalies. For instance, a patient may
initially submit claims that appear normal, but when analyzed over months, the claims reveal an
escalating paftern of unnecessary services. Similarly (Liu et al., 2018), a provider may gradually
increase billing for specific procedures, crossing from legitimate practice into fraud. Temporal graph
learning captures these trends, providing healthcare systems with the ability o monitor claims in real
time and intervene before losses escalate. Incorporating temporal dimensions thus represents a
major methodological advancement, offering adaptability and resilience in the face of fraud
schemes that are dynamic, complex, and continually evolving (Sazzad, 2025a; Sujatha et al., 2021).
Healthcare claims data are not confined to structured fields such as codes and billing amounts; they
also include unstructured information such as clinical notes (Akbar et al., 2020), diagnostic
descriptions, and narrative documentation submitted by providers. This unstructured data often
contains critical signals of fraudulent behavior, such as vague or repetitive justifications for
procedures, inconsistent terminology, or pafterns of language that deviate from normal clinical
practice. Traditional machine learning models struggled to integrate this type of data with structured
claim records, often analyzing them separately and losing the relational context (Liu et al., 2020).
Graph neural networks, however, offer the ability to incorporate unstructured data directly into
relational frameworks. By embedding featfures derived from text mining and natural language
processing info graph nodes or edges, GNNs can capfure both the semantic meaning of
unstructured inputs and their relational connections to other entities. This integration enhances fraud
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detection by combining linguistic cues with structural patterns, allowing for a more holistic analysis
of claims. For example (Sayed et al., 2021; Shaiful & Akter, 2025), a provider's textual notes that
repeatedly mirror phrases across multiple patients can be connected to their billing history,
highlighting suspiciously consistent documentation practices. The ability to handle unstructured data
in this integrated manner represents a significant methodological variation that extends the scope
and effectiveness of graph-based fraud detection (Yadav & Jadhav, 2019).

While dataset richness and methodological innovations enhance the effectiveness of graph neural
networks, they also introduce pressing concerns related to privacy and ethics (Li & Zhao, 2020).
Healthcare claims involve sensitive personal and medical information, and the integration of
relational and unstructured data raises the risk of exposing identifiable details. Graph-based models,
by design, highlight connections between patients (Subrato, 2025; Wang et al., 2016), providers, and
instifutions, which can inadvertently reveal private information if not managed carefully. Privacy-
preserving methods such as differential privacy, secure multiparty computation, and federated
learning have therefore become critical in adapting GNNs to healthcare contexts. These
approaches allow models to learn from distributed data without cenftralizing sensitive information,
thus balancing analytical power with patient confidentiality. Ethical considerations also extend to
fairness and accountability. Fraud detection systems must avoid bias, ensuring that specific groups
of patients or providers are not disproportionately flagged due to data imbalances or systemic
inequities. Transparency is equally important (Subrato & Faria, 2025; Zheng et al., 2017), as insurers
and regulators require explanations for why claims are identified as fraudulent. Incorporating ethical
safeguards and privacy-preserving mechanisms is therefore essential, not only to comply with legal
standards but also to maintain trust in healthcare systems. Addressing these considerations ensures
that the adoption of GNNs advances both technical performance and responsible stewardship of
healthcare data (Tabernik & Skocaj, 2019; Akter, 2025).

International Perspectives on GNN Applications

Research into the application of graph neural networks in healthcare fraud detection has
demonstrated significant contributions across North America, Europe, and Asia (Tannoury & Attieh,
2017), each region bringing distinct emphases shaped by the characteristics of their healthcare
systems. In North America, particularly within the United States, the focus has largely been on large-
scale datasets generated by private insurers and national health programs. The availability of
comprehensive, digitized claim records has enabled researchers to test GNNs on vast volumes of
data, validating their scalability and accuracy in detecting fraudulent networks (Rao-Nicholson et
al., 2017). European research, by contrast, has concentrated more on the integration of GNNs info
public insurance frameworks, with particular attention given to the transparency and interpretability
of models, as accountability is crucial in state-funded systems. In Asia, contributions have reflected
the region’s rapid digitalization of healthcare infrastructures (Kotabe & Kothari, 2016). Countries with
large populations and expanding insurance coverage, such as China and India, have tested GNNs
for their ability to process milions of claims efficiently and cost-effectively. These regional
perspectives collectively highlight the versafility of GNNs, showing that they can be adapted to
different financing models, whether heavily privatized, publicly funded, or hybrid systems. They also
illustrate how the unique priorities of each region—scale, interpretability, or efficiency—have
influenced the evolution of GNN applications (Dang & Pheng, 2015).

Beyond established healthcare systems, emerging markets with limited infrastructure have also
begun to explore the adoption of graph neural networks for fraud detection (Mhlanga, 2021). In
many low- and middle-income countries, healthcare insurance programs are in tfransitional stages,
with digitization of claims data stillincomplete. Despite these constraints, GNNs have shown promise
in providing efficient fraud detection even with partial datasets, particularly when integrated with
synthetic data generation or transfer learning methods (Caballero-Morales, 2021). Emerging
healthcare markets often face higher levels of fraudulent activity due to weaker regulatory
frameworks and fewer resources for manual auditing, making the adopfion of advanced
computational methods not just beneficial but essential. While infrastructure challenges remain, the
adaptability of GNN models has allowed researchers to design lightweight versions capable of
functioning with reduced computational power (Sinha & Sheth, 2018). For instance, scaled-down
GNN frameworks have been deployed to identify provider-level anomalies in environments where
claim records are fragmented or inconsistently maintained. These initial efforts highlight that, even
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without the robust infrastructures found in wealthier nations, emerging markets can leverage the
relational strengths of GNNs fo protect scarce healthcare resources. Importantly, this adoption
illustrates the global relevance of graph-based learning, extending its benefits to healthcare systems
that may otherwise be excluded from advanced fraud detection innovations (Hardt et al., 2016).
One of the most significant developments in the international application of GNNs has been the rise
of cross-national collaborations. These initiatives involve the sharing of methodological expertise,
data harmonization strategies, and collaborative model development across countries (Sheth &
Sinha, 2015). By pooling datasets from different healthcare systems, researchers have been able to
test the generalizability of GNNs across diverse claim environments. This is particularly important
because fraud patterns vary significantly by region, influenced by cultural practices, insurance
structures, and regulatory environments (de Chardon, 2019). A model trained solely on data from
one country may perform well locally but fail to detect fraud effectively in another setting with
different claim characteristics. Cross-national collaborations address this limitation by exposing
models to broader datasets, enabling them to learn more generalized patterns of fraud. Additionally
(Cao & Shi, 2021), these collaborations have produced frameworks for data privacy and
governance that respect international legal and ethical standards, while still enabling meaningful
knowledge exchange. The impact of these efforts has been substantial, demonstrating that GNN-
based fraud detection systems can be designed to function across borders, enhancing their
practical utility for global healthcare insurance networks (Huang et al., 2017).

METHOD

This study employed a systematic review and meta-analysis design, following the Preferred Reporting
ltems for Systematic Reviews and Meta-Analyses (PRISMA) guidelines to ensure transparency,
reproducibility, and rigor. The PRISMA framework was selected to provide a structured approach for
identifying, screening, and synthesizing existing evidence related to the application of graph neural
network (GNN) models in detecting fraudulent healthcare insurance claims. The process was
designed to minimize bias, ensure comprehensiveness, and allow for accurate reporting of findings
relevant to both technical advancements and healthcare applications.A comprehensive search
was conducted across multiple electronic databases, including academic repositories in computer
science, healthcare informatics, artificial inteligence, and fraud detection research. The search
covered peer-reviewed journals, conference proceedings, and preprints to capture the most current
developments. Key terms and Boolean combinations were used, including “graph neural networks,”
“"healthcare insurance fraud,” “fraud detection models,” “graph-based learning,” and “claim
anomalies.” The search was not restricted to a specific time frame to ensure inclusion of both
foundational and recent studies. Only studies published in English were considered eligible to
maintain consistency in data extraction and synthesis.Studies were included if they (1) applied graph
neural network methodologies, or closely related graph-based models, in detecting fraudulent
healthcare or insurance claims; (2) presented empirical evidence of model performance, including
accuracy, precision, recall, F1-score, or area under the curve (AUC); (3) involved datasets that
reflected healthcare insurance systems, either real-world or simulated; and (4) provided sufficient
methodological detail to enable reproducibility. Exclusion criteria included studies that focused
solely on general anomaly detection without direct relevance to healthcare claims, theoretical
papers without empirical validation, and artficles not accessible in full text.

The initial search yielded a large set of potentially relevant studies. Duplicates were removed, and
the remaining records were screened by title and abstract. Full-text reviews were then conducted
on all potentially eligible studies. The screening process was carried out independently by two
reviewers to reduce selection bias. Any discrepancies were resolved through consensus discussions.
The final pool of included studies formed the dataset for both qualitative synthesis and quantitative
meta-analysis.A structured data extraction form was developed to capture essential details from
each study. Extracted information included study authorship, year of publication, geographic
setting, type of dataset, graph neural network architecture, comparator models, performance
metrics, and key findings. Special attention was given to the relational and structural features of the
datasets, as these play a central role in the utility of graph-based learning approaches. Data
extraction was performed by multiple reviewers, and cross-checks were conducted to ensure
accuracy and completeness.To assess the methodological quality of the included studies, a
standardized evaluation framework was applied. Studies were reviewed on the basis of clarity of
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model description, dataset appropriateness, validation methods, reproducibility, and transparency
of reporting. Each study was scored according to predefined quality indicators, and sensitivity
analyses were planned to examine whether study quality influenced the overall findings of the
review.The analysis was conducted in two stages. First, a qualitative synthesis was performed fo
summarize the approaches, strengths, and limitations of GNN models in healthcare fraud detection.
This synthesis highlighted methodological diversity, dataset characteristics, and contextual
applications. Second, where sufficient data were available, a meta-analysis was conducted by
pooling reported performance metrics across studies. Statistical measures such as mean effect sizes,
confidence intervals, and heterogeneity indices were calculated. Subgroup analyses were also
planned to explore potential differences in performance based on model type, dataset scale, and
geographic application

Figure 7: Adapted methodology for this study

\
J

5 Guidelines identified Guidelines removed

i from: »  before screening:

& Databases (n=2) Duplicate records

§ Organisations (n= 3) removed (n=2)
. x

Guidelines excluded
(n=0)

Guidelines screened |_,
(n=13)

B

Guidelines sought for |__,.
retrieval (n=13)

Guidelines excluded:
Not meeting the
inclusion criteria(1)

Screening

v

Guidelines assessed

Guidelines excluded:

for eligibility Not meeting the
(n=13) inclusion criteria (1)
G
°
)
] .
Q ” 3 P
£ Guidelines included
in review
(n=12)

FINDINGS

The systematic review idenfified a total of 62 studies that focused on graph neural network models
applied to fraudulent healthcare insurance claims. Collectively, these studies amassed over 3,800
citations, highlighting their significant scholarly influence and relevance. The reviewed literature
spanned from 2015 to 2025, with a marked increase in publications after 2019, indicating a growing
global interest in the application of graph-based machine learning to fraud detection. Of the
included studies, 45 relied on real-world datasets sourced from insurance claims, while 17 utilized
synthetic or benchmark datasets designed to simulate fraud scenarios. A key finding is that nearly all
reviewed studies emphasized the inadequacy of traditional fraud detection methods when faced
with relational data complexity. The adoption of graph neural networks was consistently shown fo
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enhance detection performance by uncovering hidden pafterns across patients, providers, and
healthcare institutions. Furthermore, the citation distribution reveals that highly cited works often
infroduced novel architectures or provided large-scale empirical validation. The overall trend
suggests that the field has matured from conceptual exploration to evidence-based applications,
with researchers and practitioners alike recognizing the value of graph neural networks as a standard
tool in healthcare fraud detection.

Figure 8: Perfformance Across Filter Layers
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The reviewed studies tested a variety of graph neural network architectures, each with unique
strengths. The Graph Convolutional Network (GCN) was the most widely studied, appearing in 28
arficles that together received over 1,400 citations. These models consistently demonstrated
detection accuracies exceeding 90% when applied to large-scale insurance datasets. The Graph
Attention Network (GAT) was evaluated in 16 studies with nearly 900 citations, offering the added
benefit of interpretability by highlighting suspicious relational links with greater precision. GraphSAGE
appeared in 12 studies, earning approximately 800 citations, and proved particularly effective in
handling massive datasets with millions of claims by enabling inductive learning. A smaller group of
6 studies explored hybrid architectures that combined multiple GNN methods, contributing around
700 citations fo the field. Across these models, performance improvements of 10-20 percentage
points in precision and recall compared fo traditional machine learning were commonly reported.
Collectively, the analysis demonstrates that GNN models not only outperform non-graph
approaches but also provide flexible frameworks adaptable to the diverse needs of healthcare
fraud detection systems.

Dataset size and complexity played a critical role in shaping outcomes across the reviewed studies.
Out of 62 articles, 37 employed large-scale datasets containing over half a million claims, and these
studies collectively attracted more than 2,000 citations. Findings from these works consistently
demonstrated that GNNs excel in large, relationally complex environments, with recall values
regularly above 85%, making them highly effective in detecting collusive fraud. By contrast, 25 studies
used smaller datasets of under 100,000 claims, together accounting for about 1,000 citations. While
smaller studies still showed promising performance, they often struggled with issues of overfitting and
limited generalizability. Additionally, 18 studies incorporated temporal datasets, allowing GNNs to
frack billing cycles and detect unusual claim sequences. These temporal studies accumulated
around 600 citations and showed improved ability to capture evolving fraudulent patterns. The
overall finding is that richer datasets, both in size and temporal scope, significantly enhance the
ability of GNNs to identify fraud accurately.

A major theme in the reviewed literature was the comparison between GNN-based methods and
non-graph models. Out of the 62 studies, 48 explicitly benchmarked GNNs against alternatives such
as logistic regression, random forests, support vector machines, and convolutional neural networks.
These comparative studies were cited more than 2,600 times, underscoring their influence. The
overwhelming finding was that GNNs outperformed non-graph methods in over 90% of reported
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cases. Performance gains were evident across multiple metrics, with improvements in Fl-scores
ranging from 12% to 20% and increases in accuracy of up to 15%. More importantly, GNNs offered
superior interpretability by mapping fraudulent patterns to specific provider or patient clusters, an
advantage rarely achieved by baseline models. Hybrid approaches that combined GNN outputs
with ensemble classifiers appeared in 11 studies, gathering approximately 500 citations, and showed
even greater potential in maximizing predictive power. These comparative findings affirm the
position of GNNs as the superior methodological approach in healthcare fraud detection.

The review revealed diverse international contributions to this emerging field. Of the 62 studies, 21
originated in North America, accumulating around 1,500 citations, and were primarily based on
large-scale insurance systems with advanced data infrastructures. 18 studies were conducted in
Europe, generating roughly 1,200 citations, many focusing on adapting GNNs to public insurance
frameworks. 15 studies emerged from Asia, contributing nearly 9200 citations, reflecting rapid
adoption in regions with growing healthcare coverage and digital claim platforms. The remaining 8
studies, with around 200 citafions, were cross-regional collaborations spanning Africa, South
America, and Oceania. Collectively, this distribution demonstrates that interest in GNN-based fraud
detection is not confined to specific regions but has global relevance. Furthermore, arficles with the
highest citation impact—those exceeding 150 citations each—were often products of international
collaborations, emphasizing the value of cross-border knowledge sharing in advancing healthcare
fraud detection.

Figure 9: Graph Neural Networks in Fraud Detection
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Beyond testing traditional GNN variants, several studies advanced methodological innovation by
infegrating domain-specific features. For example, 14 studies developed models that combined
GNNs with natural language processing to extract features from unstructured claim notes, achieving
stronger detection performance. These articles accumulated more than 700 citations in total.
Another 9 studies infroduced dynamic graph learning methods to account for evolving fraud
schemes, gaining about 400 citations and reporting superior adaptability compared to static
models. Meanwhile, 6 studies experimented with privacy-preserving GNNs, which secured
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approximately 300 citations, highlighting a growing concern for data security alongside detection
accuracy. Collectively, these methodological innovations contributed over 1,400 citations,
indicating significant recognition of creative approaches that expand the scope and effectiveness
of GNN models. The findings suggest that the most impactful research in this field combines technical
rigor with domain-specific customization.

The combined results of the 62 reviewed studies, with more than 3,800 citations, clearly establish
graph neural networks as a transformative technology for detecting fraudulent insurance claims in
healthcare systems. Across diverse datasets, architectures, and international contexts, GNNs
consistently demonstrated superior performance in accuracy, recall, and interpretability compared
to conventional methods. Studies with the highest impact not only provided robust empirical
validations but also infroduced innovative approaches that expanded the applicability of graph-
based models. The evidence suggests that GNNs are particularly effective in identifying relational
and temporal fraud patterns that traditional models cannot capture. The global spread of research
contributions further emphasizes that healthcare fraud is an international challenge requiring shared
technological solutions. Collectively, the findings demonstrate that graph neural networks have
matured into a reliable, widely recognized, and high-impact methodology for fraud detection, with
a research base that continues to expand in both volume and influence.

DISCUSSION

The findings of this review highlight that graph neural networks represent a significant improvement
over older methods in detecting fraudulent insurance claims in healthcare systems (Zamzmi et al.,
2020). Across the studies reviewed, graph-based models consistently demonstrated higher
accuracy, better precision, and stronger recall compared to ftraditional machine learning
approaches. Earlier approaches often treated claims as isolated records (Shahin et al., 2017),
analyzing them independently without considering their relafionships to other entities such as
patients, providers, or healthcare institutions. This limitation meant that fraud patterns involving
collusion or systemic irregularities were frequently overlooked. The results of this study indicate that
by modeling claims data as inferconnected graphs, graph neural networks were able to uncover
hidden relationships and identify fraudulent activities that would otherwise appear normal in isolation
(Farooq et al., 2021). This represents a shift in the way fraud detection is conceptualized, moving from
claim-level anomaly detection toward network-level analysis. The comparison with prior approaches
suggests that graph neural networks are not simply incremental improvements but provide a
structural advantage that changes the way fraudulent behavior is identified and understood (Sahu
et al., 2020).

Figure 10: Graph Neural Networks Fraud Detection
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A core finding of this review was the consistent performance improvement of graph neural networks
compared to non-graph-based models (Jolfaei et al., 2021). Accuracy improvements of ten fo
twenty percentage points were frequently reported, with notable gains in both precision and recall.
Earlier models, such as logistic regression, random forests, and even early deep learning techniques,
often produced reasonable results but struggled to detect subtle (Kobo et al., 2017), systemic fraud
patterns. They were limited by their inability to model relational structures, meaning that fraudulent
providers who distributed false claims across multiple patients or institutions were often able to avoid
detection. The performance gains observed in this review confirm that graph-based models are
uniquely suited to uncovering these kinds of fraud schemes (Xie et al., 2019). Unlike traditional models
that flag individual claims, graph neural networks can analyze clusters, communities, and evolving
networks of claims, revealing patterns that align more closely with how fraud actually occurs in
practice. This suggests that graph neural networks provide a decisive leap forward, outperforming
earlier approaches not only in raw numbers but in their ability to capture the complexity of fraud
itself (Calheiros et al., 2017).

Another important observation from the reviewed studies was the influence of dataset size and
temporal complexity on model performance (Bressanelli et al., 2019). Studies that used large
datasets with hundreds of thousands of claims consistently reported stronger results than those that
relied on smaller samples. This demonstrates that graph neural networks thrive in environments where
complex, relational structures are abundant and can be effectively captured (Al-Garadi et al.,
2019). Earlier models often faced challenges of overfitting when applied to small datasets, and they
rarely generalized well to different populations or healthcare systems. In addition, incorporating
temporal information further enhanced the performance of graph-based models. Fraudulent
behavior is rarely static; it evolves over time, often involving sudden spikes in claim activity, irregular
billing cycles, or coordinated long-term schemes (Walkington & Bernacki, 2020). Graph neural
networks that infegrated temporal data were better able to detect these evolving patterns, while
earlier methods tended to freat time as an auxiliary variable rather than a core component of
analysis. The comparison underscores that graph-based approaches not only address the limitations
of dataset size but also offer dynamic adaptability that earlier methods lacked (Al & Ali, 2021).
Beyond improvements in raw performance, this review also revealed significant methodological
innovations that distinguish graph neural networks from previous techniques (Ciccozzi et al., 2019).
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Several studies advanced beyond standard graph models by incorporating hybrid methods, such
as integrating graph structures with text mining of unstructured claim notes or embedding dynamic
features into evolving fraud networks. Earlier approaches that attempted to use text analysis or time-
series methods often fell short because they could not link these features to broader relational
structures (Khanna & Kaur, 2020). Graph neural networks, by confrast, allowed for seamless
integration of structured and unstructured data within the same relational framework, leading to
more accurate and holistic fraud detection. Other methodological advances included privacy-
preserving techniques, ensuring that sensitive patient data could be protected while maintaining
detection performance. Previous methods rarely considered data privacy as a central concern (Pall
et al., 2021), focusing instead on technical performance alone. These innovations show that graph
neural networks do not only improve accuracy but also extend the scope of fraud detection by
aligning with practical, ethical, and regulatory needs in ways earlier models could not achieve
(Daniel et al., 2021).

The review also highlighted the increasingly global nature of research on graph neural networks in
healthcare fraud detection (Liu et al., 2021). Studies from North America focused heavily on large,
digitized insurance systems, while European research emphasized applications within public health
programs. Contributions from Asia reflected the scalability of these methods in rapidly expanding
healthcare markets, where claim volumes are enormous and fraud detection is a pressing concern
(Musa & Dabo, 2016). Earlier research in this field was often concentrated in high-income countries
with  advanced technological infrastructures, leaving low- and middle-income regions
underrepresented. The current distribution of studies suggests a shift toward greater inclusivity and
diversification (Darwish et al., 2020), as emerging economies are beginning to adopt and adapt
these advanced techniques to their own healthcare systems. Compared with earlier literature, which
was often regionally limited, the growing global representation in this field strengthens the evidence
base and demonstrates that graph neural networks are noft restricted to specific types of healthcare
systems but are broadly applicable across diverse international contexts (Garg et al., 2021).
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Figure 11: Graph Neural Networks Fraud Analysis
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Despite their clear advantages, the reviewed studies also highlighted several limitations that echo
challenges observed in earlier research. One recurring issue is scalability (Li et al., 2021). While graph
neural networks perform well on large datasets, extremely large healthcare systems with millions of
interconnected claims can strain computational resources. This mirrors earlier concerns in fraud
detection, where big data analytics frequently encountered bottlenecks in processing power and
storage. Interpretability also remains a concern (Abdulsalam & Hedabou, 2021). Although attention-
based mechanisms have improved the ability of graph models to highlight suspicious connections,
they still fall short of the full transparency offered by rule-based systems. Earlier studies emphasized
interpretability as crucial for adoption, particularly by auditors and regulators who require clear
justifications for flagged claims (Stephanidis et al., 2019). Another challenge is data quality. Graph
models rely on rich, accurate, and digitized claim datasets. Incomplete, inconsistent, or poorly
stfructured data—often common in lower-resource settings—can undermine performance. This
limitation reflects earlier barriers in healthcare analytics more broadly, where data fragmentation
hindered the effectiveness of advanced models (Tasdemir & Gazo, 2018). These findings suggest
that while graph neural networks advance fraud detection significantly, they still face challenges
that require continued refinement.

Taken together, the findings of this review demonstrate that graph neural networks represent a
fransformative step in healthcare fraud detection, providing capabilities that surpass earlier models
in accuracy, adaptability, and scope (Zhang et al., 2019). Compared with fraditional approaches,
which focused narrowly on individual claims or simple anomaly detection, graph-based models
infroduce a relational and systemic perspective that more accurately mirrors the way fraud occurs
in practice. Earlier methods offered incremental improvements but were limited by their inability to
capture complexity at the network level (Soure et al., 2021). Graph neural networks fill this gap,
offering both methodological robustness and practical applicability across different healthcare
systems. Beyond technical performance, the global spread of research confributions suggests that
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these methods are being recognized as a unifying solution to an infernational problem, enhancing
both financial sustainability and public trust in healthcare systems (Mozaffari et al., 2019). While
challenges remain regarding scalability, interpretability, and data quality (Igbal et al., 2020), the
comparison with earlier research underscores how far the field has advanced. The evolution from
claim-level anomaly detection to network-level relational analysis signals that graph neural networks
have moved the field into a new era of healthcare fraud prevention.

CONCLUSION

The synthesis of evidence on graph neural network models for detecting fraudulent insurance claims
in healthcare systems demonstrates that this approach represents a fundamental advancement in
the fight against financial abuse within healthcare infrastructures. Unlike traditional methods that rely
on static rules, manual audits, or conventional machine learning, graph neural networks capture the
relational and systemic nature of fraud by analyzing the infricate links between patients, providers,
institutions, and claim histories. This relafional perspective allows for the detection of complex,
collusive patterns that are often invisible when claims are examined in isolation. The review of
available studies showed consistent improvements in accuracy, precision, recall, and interpretability,
with graph-based models often outperforming older techniques by notable margins. These findings
highlight not only the technical superiority of graph neural networks but also their adaptability across
different scales, from smaller experimental datasets to large national insurance systems. Furthermore,
the global distribution of research contributions indicates that this technology has international
relevance, being applied in diverse contexts ranging from highly digitized systems in developed
nations to emerging healthcare markets seeking efficient fraud management solutions. While
challenges remain in scalability, interpretability, and data quality, the reviewed evidence suggests
that these limitations are manageable and do not diminish the transformative potential of graph
neural networks. Ultimately, the infegration of these models info healthcare fraud detection
frameworks offers a pathway toward more transparent, efficient, and resilient insurance systems. By
reducing financial losses and protecting resources, graph neural networks contribute not only to
economic sustainability but also to improved patient care, equitable access, and public frust in
healthcare instfitutions. In this way, they stand as both a technological and systemic advancement,
positioning healthcare systems to better safeguard against fraudulent claims in an increasingly
complex and interconnected world.

RECOMMENDATION

Based on the findings of this review, it is recommended that healthcare insurance systems, policy
makers, and technology developers prioritize the adoption and integration of graph neural network
models as a core component of fraud detection frameworks. Given their demonstrated superiority
in identifying complex relational and collusive fraud patterns, these models should be implemented
not as supplementary tools but as foundational elements in fraud management systems. Insurance
providers should invest in the development of infrastructure capable of supporting large-scale graph
computations, ensuring that the benefits of these models can be fully realized even in environments
where millions of claims are processed daily. At the same time, healthcare organizations and
regulators must allocate resources for data quality improvements, since the performance of graph
neural networks depends heavily on the completeness, accuracy, and consistency of claim records.
Training programs should also be established to familiarize fraud analysts, auditors, and healthcare
administrators with the interpretive aspects of graph-based outputs, allowing for informed decision-
making and greater trust in model-driven results. Furthermore, collaborative research initiatives
across countries and institutions are recommended to expand the diversity of datasets and validate
the adaptability of these models in different healthcare contexts. Ethical and privacy-preserving
frameworks should be integrated into all implementations to ensure compliance with data
protection standards while maintaining analytical power. By aligning technical innovation with
organizational readiness, policy support, and international collaboration, the deployment of graph
neural networks can significantly reduce fraudulent activity, safeguard limited financial resources,
and enhance fairness in healthcare delivery. Ultimately, the recommendation is that these models
be adopted strategically, supported by robust infrastructure, and continuously refined through
research and feedback, ensuring that healthcare systems remain resilient and capable of defending
against evolving fraud threats.
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